Please enjoy your

Spring 2022
State of the Industry

issue of MissionCritical Communications magazine.

SPRING 2022 SPECIAL EDITION: IWCE and UTC

RadioResource

MCCmag.com

C O M M U N I C A T I O N S

STATE
of the

2022

INDUSTRY

TM

RadioResource

6

D
E PA R T M E N T S
Dispatch

6

Dispatch

8

Top News

Vol. 37, No. 1
TM

12 Industry Insights

C O M M U N I C A T I O N S
SPRING 2022

CONTENTS

18

Testing DMR Tier 3
and Other Radios in
Trunking Mode
Testing trunked radios can be tough,
but these strategies can help.
By Wayne Black

24

PoC Market Expands
as Use Cases,
Applications Grow
The market is now divided between
simple and more complex solutions.
By Danny Ramey

Communications
Industry Deals with
Supply Chain Issues
Supply chain issues have led to
increased costs, delays for vendors,
users. By Danny Ramey

36

40

49

51

Florida SLERS Supports Responders
During Disasters
The statewide network provides
interoperability during disasters.
By Steven Williams

4

The Evolution
of Private LTE

Spectrum in the CBRS and 900 MHz
bands is leading to new LTE use
cases. By Scott Schoepel

Cybersecurity Best
Practices for Critical
Infrastructure
As CII entities becomes key targets
for hackers, proper mitigation steps
must be taken. By Danny Ramey

S p r i n g 2 0 2 2 M i s s i onCritical Communications

55 Product Spotlight
60 Advertiser Directory
61 MarketPlace

30

3 Key Ways P25
Standards Can Protect Your System
The standard offers strong security
tools, but they must be implemented
properly. By James Downes

FirstNet at 10:
Coverage, 5G and
Deployables
FirstNet celebrates its 10th birthday
and continues its commitment to public safety. By Edward Parkinson

44

53

Myths and
Misconceptions
About TETRA
A look at where the TETRA standard
currently stands in North America.
By Jose Martin
www.MCCmag. c o m

RadioResource

DISPATCH

TM

C O M M U N I C A T I O N S

Together Again

cyber threats.

Since we gathered last fall at IWCE, much has
changed in both our industry as well as the
world. This special Spring 2022 issue of MissionCritical Communications takes a look at the overall state of the industry by digging into a series
of critical topics. While COVID cases have
decreased greatly, critical communications
users continue to tackle a variety of challenges
including disasters, supply chain issues and

LMR continues to be the most critical tool for users around the
country, so we take a dive into developments across a variety of
protocols. First, we take a look at strategies for testing DMR
radios in trunking mode. Then we explore P25 security features
and examines what organizations can do to take advantage of
those standards. We also examine how Florida’s statewide P25
network helps first responders respond to hurricanes. Finally, we
take a look at the TETRA standard in North America and the benefits it can offer to organizations.
Broadband is increasingly becoming an essential tool to critical
and non-critical communications users around the world. In this
issue, we examine the growth of PoC and explore the diverging
use cases in the market. We also take a look at how reallocated
spectrum in the CBRS and 900 MHz is changing communications
for a variety of sectors. And finally, FirstNet Authority CEO
Edward Parkinson celebrates the authority’s 10th anniversary.
Finally, we take a look at two key issues impacting critical communications of all kinds: cybersecurity and supply chain issues.
Cyber threats continue to increase
Email your feedback to
and it’s important
dramey@RRMediaGroup.com.
for organizations
to take mitigation
steps. Meanwhile, supply chain issues caused by the pandemic,
continue to impact the industry. Severe backups at ports,
increase in chip demand and employee issues have led to product and material delays and increased costs for both vendors
and end users alike.
Thank you for your support over these many years. We are
proud to continue providing you with information to support
your mission and look forward to bringing you the most up-todate information on critical communications.

Danny Ramey, Editor
dramey@RRMediaGroup.com
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TOP NEWS
TECHNOLOGY

3GPP Finalizes Items for Inclusion in Release 18

During their December plenary
meetings, members of the Third
Generation Partnership Project
(3GPP) finalized the items that
will be included in Release 18 of
the standards.
During the plenary, 3GPP
members approved 28 items for
inclusion in Release 18, said Juan
Montojo, Qualcomm lead for
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technical standards.
The release is expected to be
worked on for 18 months from
the start to its freeze date plus six
months to finish any work needed
to complete the release, he said.
That timeline could change some
if 3GPP has to continue conducting meetings online due to the
ongoing COVID-19 pandemic.
Release 17, which was completed in December, was originally
set to last only 15 months, but
slipped an additional nine months
because of the pandemic.
Release 18 will also see more
work on 5G New Radio (NR)
sidelink, Montojo said. The new
work on the sidelink function will
look at expanding its use into new
spectrum types and bands, such

S p r i n g 2 0 2 2 M i s s i onCritical Communications

as unlicensed and millimeter
wave (mmWave) spectrum, as
well as relays that can help
improve 5G coverage in difficult
environments, he said.
Another item in the release will
look at artificial intelligence (AI)
and machine learning (ML) in networks to use data-driven insights
to optimize system performance
in areas including energy savings,
load balancing and mobility.
Other important items in the
release include evolved duplexing, advanced downlink/uplink
multiple input multiple output
(MIMO), boundless extended
reality, satellite and drone use
cases, and New Radio (NR)
reduced capacity (RedCap).

www.MCCmag. c o m

TOP NEWS
LMR Users Urge FCC to Change Rules Around
TV Protections in T-Band
Several
communications
organizations and T-band users came out in
support of a Land Mobile Communications Council (LMCC), now
called the National Wireless Communications Council (NWCC), petition to the FCC to make rule
changes to the T-band spectrum.
The National Association of
Broadcasters (NAB) meanwhile
urged caution should the FCC
move forward with any changes to
protections to the TV stations.
“The proposed change reflects
the migration of television stations
from analog transmission on which
the rule currently is based to digital transmissions (DTV) pursuant to
the so-called DTV transition,” the

w w w. M C C m a g . c o m

NWCC said in its petition.
The NWCC noted that TV stations had been required to broadcast exclusively in digital format
since 2009.
“Updating the rule as proposed
would represent sound spectrum
management policy,” the NWCC
said. “It would maintain appropriate protection to full-power and
low-power television stations from
land mobile stations, but would
recognize, as do the revised Part
73 rules, that DTV stations have
superior interference immunity.”
The National Public Safety
Telecommunications Council
(NPSTC) said it fully supports the
NWCC’s proposal for rule changes
to the band and noted the thoroughness of the proposed rule
changes in the petition.

Meanwhile, the NAB filed comments urging the FCC to proceed
cautiously with any changes to the
rules because of how it could
impact TV stations.
“Indeed, given that land mobile
operations in the T-band could well
be the victims of interference more
often than television stations, it is
unclear why LMCC believes it to be
in its interest to seek the changes
it proposes,” the NAB said.
“Accordingly, the NAB strongly
urges the commission to exercise
caution in considering any changes
to the existing rules governing Tband operations, and to adopt any
changes only following the development of a fulsome technical
record that confirms such changes
will not materially increase the likelihood of harmful interference.”

MissionCritical Communications Spr ing 2022
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TOP NEWS
Appeals Court Denies Petitions for Review of Unlicensed
Use of 6 GHz
An appeals court rejected petitions for review from multiple
organizations asking that the
FCC’s rules allowing unlicensed
use in the 6 GHz band be
remanded back to the FCC for
reconsideration.
In April 2020, the FCC adopted
rules allowing for unlicensed use
of the 6 GHz band, leading to
backlash from public-safety and
critical infrastructure groups who
argued that such use could lead
to harmful interference to key
critical communications systems.
In January 2021, multiple public-safety, industry and critical
infrastructure groups filed petitions for review with the U.S.
Appeals Court for the District of
Columbia asking the court to
remand the rules back to the FCC
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for reconsideration. The court
later combined all of those petitions into one petition.
“To demonstrate that a regulation is arbitrary and capricious, a
challenger must show that the
agency ‘relied on factors which
Congress has not intended it to
consider, entirely failed to consider an important aspect of the
problem, offered an explanation
for its decision that runs counter
to the evidence before the
agency or is so implausible that it
could not be ascribed to a difference in view or the product of
agency expertise,” the court’s
order said.
The court ruled that the petitioners had not demonstrated
that the FCC’s rules fell into any
of those categories and determined that the FCC followed a
sound process in implementing
the rules.

S p r i n g 2 0 2 2 M i s s ionCritical Communications

ANSI Approves New Version of
NENA i3 NG 9-1-1 Standard
The American National Standards Institute (ANSI) fully
approved the new version of the
National Emergency Number
Association’s (NENA) i3 next-generation 9-1-1 (NG 9-1-1) standard.
The approval confirms that the i3
standard complies with all ANSI
essential requirements.
Version 3 of NENA's i3 Standard for next-generation 9-1-1
serves as the foundation for a
21st-century, broadband-based 91-1 ecosystem and includes key
updates to NG 9-1-1 infrastructure, paving the way for 9-1-1-system interoperability on a national
and international scale.

MCX Testing Project Reaches
Certification Milestone for
MCPTT Test Cases
Funded by the U.S. National

www.MCCmag. c o m

TOP NEWS
Institute of Standards and Technology (NIST), the Mission Critical
Services - Testing as a Service
(MCS-TaaSting) project
announced that 60% of missioncritical push-to-talk (MCPTT) conformance test cases have been
formally verified.
This is the trigger required by
certification organizations to activate their mission-critical services
(MCX) conformance certification
programs to meet procurement
requirements from mission-critical operators and users.
A comprehensive certification
program helps to establish a stable market for mission-critical
services deployment and is essential to ensure that critical broadband devices and services conform to the Third Generation
Partnership Project (3GPP) standards. Conformance testing is
required to verify the correct
operation of key interfaces
between devices and between the
device and the mobile network.
Field trials are used to complement laboratory testing and witness the device and services
behavior in live multivendor commercial networks.
Test case verification is
achieved using the 3GPP Radio
Access Network (RAN) 5 working
group’s defined MCX IP connectivity access network (IPCAN)
model, the only accepted standards-based process for full verification of MCX test cases. 3GPP
defined the MCPTT, mission-critical data (MCData) and missioncritical video (MCVideo) services
ecosystem, and both the industry
and end-users have been calling
for clear certification programs
that use standardized conformance testing tools in order to
accelerate trusted deployments.
3GPP’s RAN5 working group
works on the specification of
conformance testing at the radio
interface for the user equipment
w w w. M C C m a g . c o m

and defined the test cases to
assess the mission critical-related functionality.
Using the European Telecommunications Standards Institute’s
(ETSI) TTCN-3 language ensures
the guidelines designed by 3GPP
and certification bodies are followed. These compliance testing
processes are widely adopted in

the consumer mobile world and
typically require the evaluation of
the underlying LTE network and
associated signaling. In order to
adapt those requirements to the
needs of mission critical operators and users, the MCX IPCAN
model was defined, resulting in
significant additional complexity
in the tester.
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Key Findings
2022 MCC Reader Survey

N

By Paulla-Nelson Shira, Publisher

Nearly 600 readers participated in MissionCritical Communications’
2022 industry survey, with respondents from public safety, critical
industry, enterprise and the distribution sector.* The 2022 survey
results provide a window into what is taking place in our dynamic
industry today, as well as plans and concerns for the year ahead.

Survey respondent breakdown by
business or organization.
Public Safety/Gov. 42%
Critical Industry 4%

It’s no surprise that repercussions of the COVID pandemic hit the
industry hard. More than 71% of respondents experienced product
delays, and nearly 34% found that some of the products they
sought to purchase were no longer available. Due to supply chain
issues, 38% had delays in their system upgrades. For an editorial
dive into the impact of supply chain challenges in the industry,
please see our story on page 36.

In line with the U.S. economy, 80% of dealers, reps and distributors
experienced product delays and 70% had cost increases. Unfortunately, when supply doesn’t meet demand, prices go up. Supply
chain woes in the coming year are front and center in our readers’
minds. Their top three concerns for 2022 are delays in product/component delivery, price increases, and finding qualified personnel.
Regarding communications budgets for 2022, 41% of public safety
and critical industry users had an increase in their budget over last
year – up 13% from 2021, while nearly 48% of their budgets stayed
the same.

Business/Industry 4%
Dealers 15%
Reps/Distributors 4%
Wireless Providers 3%
Professional Services 18%
Manufacturers/Software 10%

50%

of mission-critical and critical industry users feel
broadband will never replace LMR.

How did supply chain issues impact your
or your customers’ communications system
plans or business?

The following pages include graphs of survey results broken out
by the public safety and critical industry sectors. You will find
insights into the top technologies they plan to invest in, what hardware they intend to buy and software they have slated to purchase. You will also learn more about their views on direct mode,
LMR and broadband.
Regarding technology, P25, DMR and broadband are the top
three technologies our readers plan to buy over the next five
years. Push-to-talk tops the list of software they plan to purchase,
followed by cybersecurity and broadband/internet apps. Nearly
50% of mission critical and critical industry users feel broadband
LTE/5G will never replace LMR, and 78% of public safety and critical industry users consider direct mode operation to be very
important for their systems.
We would like to extend a big thank you to the 592 survey respondents. On your behalf, we made a donation to the American Red
Cross Emergency fund. Your participation over the years has been
instrumental in our ability to provide timely and relevant information to help you navigate your jobs.

Increase in Product Cost 55%

Product Availability Delayed 71%

Some Products Not
Available 34%
System Upgrade
Delayed 38%
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70

80

Did your 2022 communications budget…

Increase 36%
Stay the Same 50%
Decrease 14%

*The MCC reader survey was conducted from January 27 to February 18, 2022.
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INDUSTRY
PUBLIC SAFETY
What technology do you plan to buy in the
next 5 years? (Top 5)

When will broadband LTE/5G networks replace
LMR networks?

80

Within 5 Years 14%

50

Within 10 Years 17%

40

Within 20 Years 16%

30

Never 45%

78%

What hardware do you plan to buy in the
next 5 years? (Top 12)

said direct mode operation is very important to
their organization or their customers’ organizations.

Antennas 68%
Base Stations/Repeaters 64%
Dispatch (Consoles, etc) 51%
Interop. (Gateways, etc) 47%
9-1-1/NG 9-1-1 40%
Power Supplies 47%
Radio Accessories (Headsets, Mics, etc) 78%
Digital Radio Systems Equip 53%
P25 Systems Equipment/Radios 66%
Radios 68%
Site/Tower Equipment 49%
Test Equipment 42%
10

20

30

40

50

60

Network/Equip Upgrade 44%
Maintenance Only 22%
Network Replacement 10%
All of the Above 15%
70

None of the Above 9%

80

What software do you plan to buy in the
next 5 years? (Top 5)

What broadband/data options do you use? (Top 5)
80

14

GIS Mapping 35%

40

Push To Talk 39%

30

FirstNet Apps 35%

20
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10

15

20

25

30

35

40
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Other commercial carrier 16%

50

Verizon
61%

0

60

9-1-1/NG 9-1-1 40%

FirstNet Built With AT&T
51%

70

Cybersecurity 38%

Private broadband over unlicensed
spectrum (2.4 or 5 GHz) 12%

0

What is the priority for your (or your customers’)
radio communications network/networks?

Private data net. over 2-way 18%

0

LTE
21%

10

Analog
26%

20

5G
23%

60

NG 9-1-1
23%

Within 2 Years 8%

P25 64%

70
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INSIGHTS
CRITICAL INFRASTRUCTURE
What technology do you plan to buy in the
next 5 years? (Top 5)

When will broadband LTE/5G networks replace
LMR networks?

50

Within 2 years 15%

40

Within 5 years 8%

30

Within 10 years 0%
Within 20 years 23%
LTE 29%

Analog
21%

0

NXDN
14%

P25
14%

10

Never 54%

DMR 50%

20

77%

What hardware do you plan to buy in the
next 5 years? (Top 12)

said direct mode operation is very important to
their organization or their customers’ organizations.

Antennas 53%
Base Stations/Repeaters 60%
Broadband Devices 47%
Dispatch Equip. (Consoles, etc.) 60%
Power Supplies 67%
Radio Accessories (Headsets, Mics, etc.) 80%
Digital Radio Systems Equipment 80%
Radios 73%
Remote Site Monitoring 47%
Site/Tower Equipment 67%
Telemetry/SCADA 47%
Test Equipment 73%

What is the priority for your (or your customers’)
radio communications network/networks?
Network/Equip. Upgrade 57%
Maintenance Only 25%
Network Replacement 7%
All of the Above 11%
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None of the Above 0%

What broadband/data options do you use? (Top 4)

What software do you plan to buy in the
next 5 years? (Top 5)

50
40

Cybersecurity 18%
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Satellite Network
25%

0

10

Private Network Over
2-way Radio 42%

Wireless Internet Apps 18%

Verizon 33%

20

Push To Talk 27%

Other Carriers 25%
Sprint, T-Mobile, ATT

30

LMR Integration 27%

Private Network Over
Unlicensed Spectrum 50%

Interference Finding 18%
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IND U S T RY I N S I G H T S
DEALERS • REPRESENTATIVES • DISTRIBUTORS
When will broadband LTE/5G networks replace
LMR networks?

57%

Within 2 years 8%
Within 5 years 16%
Within 10 years 22%
Within 20 years 11%

said direct mode operation is very important to
their organization or their customers’ organizations.

Never 43%

During the past year, how did supply chain issues
impact your or your customers’ communications
system plans or business?

80%

Increase in Product Cost 70%
Product Availability Was Delayed 80%
Some Products Not Available 51%

said supply chain issues impacted plans for their
communications system or business during 2021.
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MANUFACTURERS
When will broadband LTE/5G networks replace
LMR networks?

71%

Within 2 years 6%
Within 5 years 28%
Within 10 years 13%
Within 20 years 16%

said direct mode operation is very important to
their organization or their customers’ organizations.

Never 37%

85%

said supply chain issues impacted plans for their
communications system or business during 2021.
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During the past year, how did supply chain issues
impact your (or your customers’) communications
system plans or business?
Increase in Product Cost 68%
Product Availability Was Delayed 85%
Some Prod. Not Avail. 44%
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Testing DMR Tier 3
and Other Trunked Radios in Trunking Mode
Testing a trunked system or
network can be difficult, but doing
so provides several benefits.
By Wayne Black

Photo courtesy Tait Communications

O

Over the last two years, responses to the COVID-19 virus have
created worldwide disruption in
every area of human activity.
Now, as the world moves forward
in recovering from the crippling
effects of family life disruption
(or devastation), economic
upheaval, and business and supply chain interruption, it has
become clear that the need for
reliable private and public communications is greater than ever.
The industry is experiencing an
uptick in both utilization of
broadband and narrowband
communications and customer
demand for better security and
more functional features.

18

Narrowband
communications
are used in private digital networks to provide
purpose-built
functionality to
organizations
such as public
safety, public
transportation,
utilities and
industrial production. These
organizations
and others like
Figure 1
them have
unique communications requirements for functionality and relia-

S p r i n g 2 0 2 2 M i s s ionCritical Communications

bility under severe situations
within a defined coverage area
www.MCCmag. c o m

while maintaining defined quality
requirements. The networks
must provide service availability
and capacity to meet these
requirements under all circumstances. Complete device testing
and validation is a pivotal part of
meeting the service availability
goals for any digital network.

The major digital trunking standards based on global implementation and market penetration
are TETRA, Project 25 (P25) trunking, and Digital Mobile Radio
(DMR) Tier 3, all of which are
public standards created and
published either in Europe or
North America. These three technologies are utilized in private
digital networks to support the
purpose-built requirements of

Figure 3

Figure 2
To fully meet the user requirements, private digital networks
are operated in “trunking” mode,
a mode in which base station
equipment constantly transmits a
control channel and each user
device must register to the network before operation. While the
user device (portable or mobile)
is configured for network (or
trunking) mode, it will not operate or transmit without a control
channel present. This makes
bench testing a network or trunked device difficult, especially if
the service shop is outside the
network. Often the service shop
must reprogram or switch the
device to direct mode operation
or a test only mode to verify
hardware functionality. This testing approach does properly test
the physical transmit (TX) and
receive (RX) characteristics of the
radio but does not allow the service shop to verify any of the
device functionality that only
operates while in network or
trunking mode. So, how much
functionality could be missed if
the device is not tested in trunking mode? Let’s look closer at
that question.

Testing Trunking Mode

w w w. M C C m a g . c o m
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devices must operate in trunking
mode, which as stated earlier,
requires the presence of a corresponding control channel to
allow each user device to register
to the network.

Table 1: Voice Call Types
Figure 4

the organizations previously listed. Networks can be built to
include single or multiple sites
with small or very large numbers
of users. Even though the priority
of specific functional requirements will differ between organizations, all digital standards offer
some common capabilities. The
most important common functional requirements are listed in
the following tables.
In most cases, to utilize the features listed in the tables, the user

20

Group Call

Individual Call
Dispatch
Mode

Push to Talk
(PTT)
Emergency
Alert/Call

S p r i n g 2 0 2 2 M i s s ionCritical Communications

It is possible to perform limited
setup verification of mobile and
portable devices on a live network, but even if the service shop
is within network range, the
maintenance team may be limited

Selection to provide voice from one to many members
of a group or team. Group size can be small or large.

Selection to provide voice between two parties. Parties
may be mobile stations, dispatchers in control centers
or telephone extensions.

Allows control center management and coordination of
the mobile user community.
Immediate voice communications. The speaker pushes
a button on the radio and transmits a voice message
addressing a particular individual or a talkgroup. On
release, radio returns to listen mode

An alarm button that when pushed indicates the user is
in an emergency and requires immediate access to the
communications system.

www.MCCmag. c o m

in the access they are allowed to verify or limited as to which features they can exercise.
The good news is modern software-defined
digital communications test equipment is
designed to support testing trunked radio

Table 2: Voice Call Features
Fast Call
Setup

Late Entry

Direct or Talk
Around

Full Duplex
Communication

Talker
Identification

Audio Quality

Encryption

The call setup must be completed in a specified time,
often less than half a second.
This function allows mobile
users who were out of reach
or unavailable during initial
call setup to join a group call.
This mode of communications provides mobile users
with the ability to communicate unit-to-unit when out of
range of a wireless network.
Known in TETRA as direct
mode operation (DMO).
A simultaneous two-way
transmission in both directions, i.e. both parties may
talk at the same time. This is
the preferred use for communication of mobile users
with private automatic
branch exchange (PABX)
extensions and interconnections to the public switched
telephone network (PSTN).

This provides the ability for a
user to identify who is speaking at any given time, such as
showing who has pushed the
push-to-talk (PTT) button,
and could be equated to
caller ID available on most
commercial cellular systems
today.

This is a vital ingredient for
mission-critical voice. Voice
normally must be understood without repetition
(speech intelligibility) and the
talker should be identified by
the listener.
Encryption serves to secure
information against eavesdropping and unauthorized
talkers, thus safeguarding
the privacy of voice communication.

w w w. M C C m a g . c o m
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Table 3: Data Communications
Status Code
Messages

Status codes are pre-coded text messages that replace
routine voice messages (e.g., "arrived at scene").

GPS Location

Devices with built-in GPS receivers will periodically
broadcast location and status of mobile users in the
field. Also known as automatic vehicle location (AVL).

Short Data
Messages

Database
Queries

These are messages of arbitrary content, usually not
longer than 100 characters.

Examples of queries are retrieving information about
license plate numbers and hazardous materials transportation.

devices in active trunking mode.
The test equipment can emulate
the control channel of standardsbased trunking technologies such
as DMR Tier 3, TETRA or P25
trunking. Obviously, each technology is different and not interoperable with the others, so the
test equipment will have a separate test mode for each technology. In addition, for the test mode
to operate with all devices in the
market, only features defined in
the standard for that technology
are supported and not proprietary add-ons provided by individual radio manufacturers.
Figure 1 is an example of a DMR
Tier III portable operating in
trunking mode with the test
equipment.

Figures 2 and 3 display information from a live test of a TETRA
portable in TMO operation.

Figure 2 shows that the radio has
registered and is in sync with the
test equipment.

Complete device

testing and validation
is a pivotal part of

meeting the service

availability goals for
any digital network.

In the registration process, the test
equipment has already verified the

Table 4: Miscellaneous Communication Functions
Dynamic
Group Number
Assignment
(DGNA)

One or more talkgroup numbers may be assigned
dynamically to a mobile station.

Talkgroup
Subscription/
Attachment

A mobile station may request the site under which it is
working to be subscribed or attached to a particular
group of interest.

Functional Dial
Numbers
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Dynamic assignment of a functional dial number to a
physical address of a mobile radio. May address a bus,
a train or a functional team at an airport, to name a
few. When used to address a person, it results in calling this individual independent from using a certain
mobile radio.
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radio physical layer transmission
and is now ready to run several
tests. Transmit testing, receive sensitivity testing, power loop control
testing and bit error rate (BER) T1
testing are available if supported
by the radio under test. The technician can also execute the following
call types: individual duplex, individual simplex, group, phone,
emergency, SDS/DTMF/DGNA, and
ambient Listening.
When testing is completed, a
report becomes available to
the technician.

Finally, Figure 4 demonstrates a
P25 portable operating in explicit
mode trunking.

In conclusion, private digital networks for mission-critical communications are purpose-built to
deal with severe situations within
a given service area under
defined quality properties. Special emphasis regarding their
functionality is on group communication and fast call setup with
PTT service. Emergency alerts are
calls of high priority and instantaneous access to the communication network. Customer utilization of these standard-based features are the reason why the network is built in the first place.
Therefore, it is reasonable that
the features customers use
should be tested and verified as
part of device deployment or
maintenance. n
Wayne Black is the chief technical officer (CTO) for Freedom Communication Technologies, an Astronics Test
Systems company. He previously
served as technical director and engineering manager for General Dynamics and as an engineer on the NASA
space shuttle program.
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PoC
Market
Expands
as Use Cases,
Applications
Grow
There has been a
divide in the market as
some users look for a
simplified dedicated
PTT device, while others look for a more fully
featured device.
By Danny Ramey

A

As more and more industries and
organizations adopt push-to-talk
(PTT) over cellular (PoC) technologies, the market is seeing a wide
variety of use cases and needs that
are pushing innovations.

“There’s going to be a spectrum of
users and there’s going to be a spectrum of devices,” said ESChat
CEO/President Josh Lober.

Lober said that spectrum ranges
from users who want a simplified
device focused specifically on PTT
communications to users who need a
device with PTT as well as specific
extended capabilities.
24
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“You have users who need a
device that looks like a radio, feels
like a radio and works like a radio
but need capabilities such as RFID
or a specific application, as well,”
said Mike Ippolito, general manager for A Beep, which provides
PoC services through its
DigaTalk+ service.
Through both its radio PTT and
PoC services, A Beep serves a
variety of verticals including
school buses, security companies,
public safety and others. The PoC
service appeals to many of those
users who in the past used the
radio PTT service, Ippolito said.
“All those fleets that fit in the
standard LMR space fit in this
space as well.”
Many of these users come seeking solutions to communications
problems such as range or inbuilding coverage but do not
always have large budgets with
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“There’s going to be a
spectrum of users, and
there’s going to be a
spectrum of devices”

— ESChat CEO/President
Josh Lober
which to address the issue.

“These are all things that with
two-way radio become incredibly
difficult to solve without a lot of
money,” Ippolito said.

Similarly, Carlos Chajin, vice president of Kirisun Americas, said PoC
services have begun changing the
radio rental market. He said that
Kirisun’s PoC solution is being
used in a variety of applications
including small-to-midsize publicsafety agencies, national parks,
hospitals and private ambulance
companies.

“It’s diversified, so I think this
type of PoC has slowly taken over
a lot of that typical two-way radio
rental market,” he said.

Kirisun’s solution uses PoC radios
running SIM cards and runs
through a web-based server to
provide communications. The
nature of the system proves useful to dealers because it does not
have some of the same issues
with traditional radio infrastructure, Chajin said.

Because the PoC runs through
the web and not over traditional
infrastructure, it reduces the need
for technicians to service towers
and lowers the cost of maintaining the service because that physical infrastructure is not there.
As with some of the other services, the devices used on Kirisun’s
solution operate on a cellular SIM
card but that card is placed in a
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and services as PTT 2.0. For Orion,
this new brand of PTT covers a
variety of innovations as well as
endless system integrations.

Some agencies are adopting web-based PTT apps to help management and office workers
better communicate with field workers.

body that is similar to a radio, as
many of the users of the service
are still looking for the advantages of such a form factor, Chajin said. “We maintain the
ergonomics and look of a radio
but inside is a cellular data
modem to our platform with our
developed software.”
Orion Labs CEO Greg Taylor said
that the company doesn’t view
the push-to-talk market as just
over cellular anymore.

“We are the service at the point of
work and the point of work is
never just cellular these days,”
Taylor said, noting that frontline
workers in a variety of vertical
markets, including public safety,
critical infrastructure and business, perform their duties in a
variety of environments including
in buildings, underground, in
highly secure facilities or out in
the wilderness. Because of all of
these connection points, it is
essential that PTT apps integrate
into a variety of different systems
and applications, such as satellites and systems specific to particular industries.
“It’s really much more than over
cellular,” Taylor said. “The way
teams work, they cross various
26

connection points.”

For example, Orion introduced a
web-based PTT solution that is
intended to help extend the PTT
operations from the frontline to
the operations system or office.
This extension of PTT services has
also helped organizations adapt
to employees working from home
due to the COVID-19 pandemic
while still staying connected.

“A phone is not the

right description for

this thing. The best way
to describe this would

be an LTE walkie talkie”

— Jason DePue,
Vice President of Sales
for Siyata Mobile

“We think it’s important because it
frees up the ability for people with
browser-based devices to be
involved in the dispatch process,”
Taylor said. “We’re serving frontline teams but part of that is their
supervisors and operations team.”
Taylor said that Orion considers
this brand of PTT that extends
over a larger variety of devices
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One key innovation that Orion
has championed is artificial intelligence (AI) and its ability to automate certain services within the
PTT space. Orion’s PTT service
offers voice bots that allow users
to automate specific parts of the
app to fit their unique needs.
The voice bots can be programmed to respond to certain
commands, information or metadata and then perform certain
commands. For example, an
organization can automate a routine radio check. Normally, when
an employee performs a radio
check, someone such as a dispatcher, has to respond. But with
AI, a voice bot can hear that call
for a radio check and return a
response to that user, so they
know the radio is working. This
then frees up dispatchers to perform other tasks. In another
example, a word or code could be
used to trigger an emergency
response to help an employee
in need.
“We really do think PTT 2.0 is in
certain ways crossing a chasm
that a lot of vendors will struggle
with and that chasm is how do
you make these enterprises
more productive,” said Orion
Labs Chief Marketing Officer
Michael Schwartz.

While some users on the PoC
spectrum are looking for more
advanced features, other users
are looking for a device specifically dedicated to PoC with few
other features. These so-called
internet of things (IoT) devices
provide PTT applications with
small screens and few other data
features for organizations that
want an extremely simplified PoC
experience.
www.MCCmag. c o m

“A phone is not the right description for this thing,” said Jason
DePue, vice president of sales for
Siyata Mobile, which has developed the SD7 IoT device. “The
best way to describe this would
be an LTE walkie talkie.”

The SD7, for example, carries a
display that is less than an inch
and allows two lines of text. The
key focus of the device is on PTT.
There is no application store for
the device but applications are
provisioned using a mobile device
management system.
Lober and DePue said that the
nature of the IoT devices don’t
require as robust a data plan as a
traditional broadband device,
allowing users to select cheaper
IoT data plans to pair with the
device. “It’s a simplified device on
a simplified rate plan,” DePue said.

Lober noted that the IoT devices
are not intended to replace a
radio in an organization’s communications system, but instead
to serve a very specific purpose
those organizations need for simplified PTT communications. For
example, the devices can prove
useful as part of a cache of spare
devices that agencies maintain in
the event of a disaster. These simplified devices, which require little

One example of a potential nonPTT feature would be near field
communications (NFC), which a
security company, as well as others, could utilize to have users
check in at different locations by
tapping the device on a node, but
that feature is still being explored.

programming can then be handed out to volunteers or other
agencies and allow them to
instantly communicate over PTT.

“It’s diversified, so
I think this type of PoC
has slowly taken over
a lot of that typical
two-way radio rental
market”

— Carlos Chajin,
Vice President,
Kirisun Americas

“You see this all the time where
an agency has a cache of hundreds of Android phones prepped
with ESChat but a third of the
people you hand it to are going to
look at it and say, ‘I don’t know
how to use this because I use
iOS,’ ” Lober said, noting that the
simplified devices are easier to
teach to new users.
Siyata has looked at the potential
of adding applications other than
PTT to its IoT device but DePue
said the company is carefully
deliberating any application
expansions because the IoT
devices are so focused on PTT.

“Because of the form factor, we
don’t want to overpromise and
underdeliver on the apps,” DePue
said. “The real focus on this
device is push to talk over
cellular.”
One key element of the market
that is helping drive applications
is the number of accessories that
are available to pair with PTT
applications now, Lober said. “In
a lot of cases, accessories make
or break the mission.”

For example, a device paired with
the right speaker microphone or
headset can prove useful for a
law enforcement officer who is
undercover and needs to maintain PTT communications while
remaining discreet or for a worker in a high-noise environment
that still needs to communicate.

The many types and applications
of PoC communications will only
continue to grow as the technology evolves. That continued growth
will continue to drive new innovations in the market and lead to
more use cases and users. n
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Danny Ramey is the editor of
MissionCritical Communications
magazine. Contact him at
dramey@rrmediagroup.com.
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3 Key Ways P25 Standards
Can Protect Your System
The P25 standard offers strong security features, but agencies must
know how to properly procure and implement them.
By James Downes

M

Malware, data breaches, phishing
and ransomware attacks are all too
familiar. For every digital system
there are scores of bad actors
working to hack it and victimize
the system’s users. Public-safety
communications are no exception.
The public safety grapevine is
replete with tales of hacked LMR
systems, pirated subscriber units,
intercepted confidential transmissions and stolen encryption keys.
During recent incidents of social
unrest, law enforcement agencies
found their communications compromised and rioters able to avoid
officers trying to quell the violence.

30

The Project 25 (P25) standards
offer several tools to help ensure
LMR system security. However,
many users are unaware of them,
have trouble implementing them
or find they may compromise
interoperability among agencies
and mutual aid partners. Similar
problems have arisen throughout
P25’s 30-year history whenever
manufacturers introduce new features and functions. When it
comes to network security education and implementation, interoperability issues pose a threat to the
lives and safety of public-safety
personnel and the communities
they serve. It is time the P25 com-
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munity resolves the root causes of
these issues.

Consider three P25 advanced features designed to enhance network
security: Advanced Encryption
Standard (AES), link layer encryption (LLE), and authentication.

Advanced Encryption
Standard

AES is the gold standard of
encryption, certified by the
National Institute of Standards
and Technology (NIST) for all federal agencies and widely adopted
by private financial and commercial entities.
www.MCCmag. c o m

To maintain top-level security and
ensure LMR interoperability with
federal partners and state, local,
tribal and territorial (SLTT) public
safety personnel, LMR systems
must also use AES. Yet, many in
the public-safety community continue to use and request from
manufacturers the outdated Data
Encryption Standard (DES) and
other inferior proprietary encryption algorithms. Why? To avoid the
associated costs of transitioning to
AES and maintaining backward
compatibility with their partners
who continue to use DES.

Notwithstanding the legitimacy of
users’ reasons, reliable encryption
is a network security issue, and
universal adoption of AES is
essential to minimize cyber
breaches that compromise information and operations.
Encryption faces another interoperability issue independent of the
algorithm used: incompatible and
non-interoperable key manage-
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ment facilities (KMF). A KMF is a
platform that enables agencies to
generate and distribute encryption
keys to other authorized agencies.
The KMF can also receive and distribute encryption keys from other
organizations. The P25 KMF-KMF
Interface, sometimes referred to
as the IKI, provides standard procedures for key exchanges using
protected wireless or wireline
interfaces. Unfortunately, to date,
not all manufacturers have implemented this capability, and their
KMFs often cannot interoperate.
This prevents agencies with KMFs
from different manufacturers from
sharing keys with surrounding
jurisdictions and mutual aid partners, potentially crippling interoperability among encrypted radios
and systems.
The P25 KMF to KMF Interface supports secure exchange of encryption keys among KMFs from different manufacturers. The IKI
employs standards-based cryptographic techniques and leverages
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commercially available key technologies, making it an affordable,
straightforward solution to key
security. By adopting this standard, manufacturers can minimize
incompatibility issues, and by
becoming aware of the interface,
end users can specify it with their
encryption interoperability requirements when purchasing KMFs.

Link Layer Encryption

Link layer encryption (LLE), sometimes called link encryption, is a
security tool whose time has come.
While end-to-end encryption using
AES encrypts only the information
contained in a transmission, LLE
also encrypts routing information
for critical systems-level pathways,
such as control channel traffic in a
trunked system. This additional
protection effectively secures the
encryption, protects sender and
receiver identities, and prevents
messages from being intercepted,
manipulated or resent by an
untrusted source.
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The P25 standard for LLE has
been a work in progress for years
and is still awaiting action from
both manufacturers and users in
the APIC Encryption Task Group
and the Telecommunications
Industry Association (TIA) TR-8
committee. Manufacturers need
to accelerate the process to complete the standard. Manufacturers
state that products for this standard are not a priority because
few users are asking for LLE. However, users are unaware it exists
and what benefits it provides. The
P25 Steering Committee must
focus on educating users about
LLE and its benefits.

Authentication

Authentication is a technology for
ensuring that only authorized subscriber radios obtain services on a
trunked system. It is akin to the
two-factor authorization many of
us use to protect our credit card
and bank account transactions.
Authentication differs from affilia-
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tion, in which the subscriber contacts the system controller/core
and is automatically connected to
authorized services and talkgroups. It is a separate security
protocol that reduces risk from
pirated system keys, programming
software and spoofed identities. It
enhances protection from lost or
stolen radios and can automatically detect duplicated valid radio IDs.
Each subscriber unit is assigned a
unique user ID, and the system
automatically verifies the information against a database of valid
subscriber identification. The P25
Link Layer Authentication Standard defines a challenge/
response system that allows both
the system and the subscriber to
authenticate themselves before
services are granted.
While authentication has been in
the P25 standards for years, agencies either do not realize its availability or think it unnecessary

because they mistakenly believe
affiliation and encryption are sufficient. Implementing authentication is costly and can be resource
intensive to manage. And so far,
authentication cannot be implemented effectively across disparate manufacturers’ systems
and even within the same manufacturer’s systems when linked by
the P25 Inter-RF Subsystem Interface (ISSI). Consequently, nonhome or foreign units often cannot
be authenticated, even if authentication is active and available on
the subscriber’s home system.
This occurs because each manufacturer interprets the P25 authentication standard differently and
develop their authentication protocols without sufficient coordination
of user needs and other manufacturers’ implementations.

Roots of the Problem

AES, LLE, and authentication are
potentially robust interoperable
security measures. The P25 stan-
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dards contain the definitions and
information for AES and authentication, and LLE specifications can
be accelerated and moved forward. Manufacturers are making
good faith efforts to provide compliant and compatible product
offerings. So, what’s the problem?

P25 standards, especially for
advanced system features, are
often broadly written to afford
manufacturers flexibility for
designing and implementing P25
features in ways that conform with
their product offerings, product
road maps, and manufacturing
goals. Unfortunately, this wide latitude also allows manufacturers to
take a slightly different path without knowing what paths other
manufacturers are following. The
result? Users purchasing equipment from different manufacturers end up with products whose
advanced features are not always
interoperable, and in critical situa-
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tions, lack of interoperability is a
life safety issue. In short, specificity
and latitude are out of balance.
The onus is not all on the standards development organizations
and manufacturers. Procuring
agencies often rely too heavily on
the P25 standards to describe their
requirements to vendors. In procurement contracts, many agencies simply state they want a radio
system to meet “P25 standard
Z5R,” not realizing that one manufacturer might interpret “Z5R” differently from another. Just stating
that a procured system must comply with P25 standards does not
guarantee a truly interoperable
and functional communications
environment.

Recommended Solutions

Ironically, the solution to these
problems with communications
network security is better communication and increased collabora-
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tion. This begins with the P25
Steering Committee. The committee continues education and outreach programs to help end users
better understand the P25 standards: what they are and are not,
and how to apply them when making equipment and services purchases. This effort needs to be bolstered and better advertised.
Readers can find essential P25
resources at cisa.gov/publication/
p25, project25.org/ and
project25.org/images/stories/ptig/
TR8_2021_summary_6.08.21.pdf.
Procuring agencies must communicate more effectively and specifically with prospective vendors,
using the P25 standards only as a
baseline. Procurements, contracts
and systems acceptance documents must specify the agency’s
operational requirements, capabilities and levels of functionality
and interoperability expected.
Manufacturers do not see public-
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safety requirements as public-safety practitioners do.
To get the equipment and the P25 features and function needed, practitioners must continually educate
vendors. Building a cooperative relationship benefits
both parties.

While manufacturers will always strive to differentiate
their products from one another, the days of any manufacturer dominating the public-safety communications marketplace are over. Agencies want competition,
purchasing options and all purchased equipment to be
fully functional and interoperable. Manufacturers must
find ways to resolve their different approaches to
implementing P25 standards and ensure their
advanced features and functions are truly interoperable. Public-safety agencies are a unique class of customers with requirements that impact the safety and
security of the communities they serve. Like their customers, vendors must always keep life safety in mind.

Some have suggested a joint P25/TIA effort to address
these disparities, tightening standards specifications
and enabling users and manufacturers to better understand each other’s perspectives. Others have proposed
“advanced features tiger teams” bringing users and
manufacturers together during the standards development phase. Others are campaigning for the development of public application programming interfaces
(API) — the intermediary software tools that enable
applications on the internet to talk to each other — for
interoperability of advanced features. These efforts
could better enable manufacturers to ensure their
products’ interoperability with those of other vendors
and avoid the cost and effort of repeatedly “fixing”
interoperability problems.
P25 has facilitated LMR interoperability for more than
three decades and continues to be the backbone of
critical voice communications for public safety. The
time has come to find permanent solutions to issues
that hobble the further evolution and implementation
of P25 and affect the ability of public-safety agencies to
safely and effectively fulfill their missions.
For more information on P25 standards related to network security, visit cisa.gov/sites/default/files/ publications/21_0609_p25_the-spun_508c.pdf and
cisa.gov/safecom/technology. n
James Downes is federal – international emergency communications branch chief for the Cybersecurity and Infrastructure Security Agency (CISA) and the chair of the Project 25 (P25) Steering Committee.
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Communications Supply
Industry Deals with
Supply chain issues have led to
increased costs, delays for vendors
By Danny Ramey
and users.

Chain
Issues

Photo courtesy Jason Goh
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One of the most vexing consequences COVID-19 pandemic has
been constant disruptions to the
supply chain. These disruptions
have impacted nearly every
industry across the economy and
have not left the critical communications industry unscathed.

In a poll recently conducted by
MissionCritical Communications,
71% of readers said they had
experienced product delays and
55% of readers saw an increase in
36

product cost because of supply
chain issues.

Vendors small and large across
the critical communications
industry have run into a variety of
supply chain issues as they seek
to meet customer demand for
their products.
“I’ve been doing this a long time
now, and just when you think
you’ve seen it all, something new
comes up,” said Dave George,
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president and chief technologist
at Pryme Radio Products, a manufacturer of radio accessories.
“The whole thing about this supply chain is it’s kind of like a
Rubik’s cube. It’s interdependent
on everything else.”
One of the biggest issues that
Pryme has run into is shipments
sitting in ports and shipping
yards for weeks or even months
before being unloaded. Containers in ports across the U.S. have
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“Business is great,
sales are up, but costs
are also up, so margins
are down. So, you have
to be more efficient”

— Dave George
Pryme President

stacked up, taking up nearly all
the space in shipping yards. And
then ships that arrive in the ports
can’t be unloaded, causing them
to sit in port. And once all of
those port spots are taken, ships
then find themselves sitting out
at sea while waiting for space to
free up.

top of each other and if the container a company is waiting for
ends up on the bottom, it has to
wait for all of those containers on
top to be unloaded, which can
sometimes take several weeks,
George said.
One repercussion of the backup
at the ports has been increased
costs across the entire shipping
process. George estimated that

freight costs have increased by
about three times what they were
a year ago and the delay in
unloading of containers has led to
increased storage and dock fees.
This increase in the overall costs
related to the supply chain, as
well as increased labor costs,
have led to Pryme and other vendors having to increase prices to
help cover those increases.

“If you have 100 ships sitting on
Long Beach waiting to unload,
there’s no ships going back to
Asia to put things on,” George
said. “And if there are no ships
going back, there’s no place to
put those containers so you have
to find ways to store those
as well.”
He said one container Pryme was
waiting for sat on a ship offshore
for 12 weeks.

“When you’ve done this for
many years, you get used to how
long it takes for things to come
in,” George said. “If you placed
an order at the factories in Asia
while you were out of stock and
you had a date for shipment, you
could estimate when it was going
to come and relay that to customers waiting for specific products. Now, all of a sudden we
don’t know how long it’s going
to take.”
Even once the containers make it
off the ships, there is no guarantee that the company will receive
the products in the shipment
right away. Because of the high
number of waiting shipments, different containers are stacked on
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Because companies all over are
struggling to get shipments in,
demand has also skyrocketed as
customers look to find available
products to address their communications needs. According to
George, Pryme has been selling
out of product stocks that normally last one-to-three years in a
single day because customers
can’t find products elsewhere.

Photo courtesy the CDC
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“People will call and clean out of
everything we have because the
first party manufacturers don’t
have them,” George said. “Products are taking a very long time to
come in but as they come in, we
are selling every single piece we
can get in because competitors
are out of stock.”
Pryme has also been working to
help meet customer needs and
orders as products and materials
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remain stuck on ships and in shipping yards. For example, to help
meet orders, the company has
been airfreighting certain shipments in. While that has helped
get products in time for customer
deadlines, it comes with its own
set of problems.
For one, air freight costs are high,
leading to increased supply chain
costs, George said. And second,
due to a decrease in the number
of commercial flights, it can be
difficult to find a company or
plane to bring in the needed
products.
“Business is great, sales are up
but costs are also up, so margins
are down,” George said. “So you
have to be more efficient.”
The supply chain issues have
impacted companies of all sizes.
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In its fiscal year 2021 fourth quarter and full year financial results,
Motorola Solutions noted that its
business continues to be impacted by supply chain issues, specifically issues related to the obtaining semiconductor components.

“The company anticipates
increased costs to procure materials within the semiconductor
market to continue into 2022, and
currently estimates that this will
add an additional $120 million of
costs to 2022, of which the company expects $50 million in the
first quarter,” Motorola’s guidance said. “The company is closely monitoring its supply chain and
has maintained an active dialogue, and in some cases developed plans, with key suppliers in
an effort to mitigate supply chain
risks or otherwise minimize the
impact from those risks.”
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In a poll recently con-

ducted by MissionCritical Communications,

71% of readers said they
had experienced product delays and 55% of

readers saw an increase
in product cost.

Rick Burke, managing partner
with consulting firm Televate, said
that he and his staff have seen different impacts of the supply chain
issues across different projects.
For example, on a project the firm
was working on for a county’s
LMR network, there were delays in
a microwave vendor providing
spare parts and microwave link

equipment. Those delays put the
operator of the network at risk
and has the operator looking at
other options for microwave
equipment, Burke said.

As of late February, COVID cases
in the United States are rapidly
declining and people are gathering again for business and events.
Some of the supply chain issues
are beginning to get resolved, but
many will stay with us for a while
as we continue learn to how manage our systems with the challenges brought on by this
pandemic. n
Danny Ramey is editor of
MissionCritical Communications
magazine. Contact him at
dramey@rrmediagroup.com.
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The Evolution of
Private Broadband

Photos courtesy Motorola Solutions

Reallocated spectrum in the CBRS and 900 MHz bands is leading to
new private broadband use cases across a variety of sectors.
By Scott Schoepel

O

Over the past few years, the FCC has reallocated radio
spectrum for broadband use in the 3.5 GHz Citizens
Broadband Radio Service (CBRS) and 900 MHz bands,
paving the way for more robust data usage across
industry, critical infrastructure and public safety. The
FCC’s actions have brought with them the promise of
secure, reliable and scalable private networks for critical information. Today, we reflect on the factors driving the adoption of private broadband, consider
learnings from early trials and look ahead to the exciting developments that will fuel the modern enterprise, smart utility and safe city of the future.

How We Got Here

Data usage has accelerated decade over decade as
organizations have embraced its potential to inform,
improve and automate all aspects of their daily operations. The introduction and growth of grid devices,
video technologies, internet of things (IoT) and artifi40
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cial intelligence (AI) have been multipliers, gobbling
up broadband capacity and pushing the limits of public service-provided networks. In recent years, organizations, wireless providers and technology companies
have banded together and called on the FCC to reallocate underutilized radio spectrum for private broadband use. They stressed the potential of greater bandwidth, reliability and security to improve operational
efficiency, customer service and public safety.
The CBRS Alliance, now the OnGo Alliance, focused its
efforts on the radio frequency spectrum between 3.55
GHz and 3.70 GHz, known as the 3.5 GHz band. The
group recognized tremendous opportunity for commercial broadband users in the space, and in 2019,
the FCC opened it up to general authorized access
(GAA) users with protocols to protect incumbent and
priority access licensees (PAL). The alliance is now
focused on helping organizations recognize the

www.MCCmag. c o m

potential of the spectrum to support data-intensive services and an ever-expanding ecosystem of devices.

The utility and critical infrastructure industries had their
eyes on a different block of spectrum, the 900 MHz band,
with Anterix holding the majority of the licensed spectrum in the U.S. Utilities viewed private broadband networks as key to modernizing the electric grid and
‘smarter,’ more efficient operations. The Utility Broadband Alliance (UBBA), in particular, extolled the use cases
for greater data capacity, ranging from more quickly recognizing and restoring electricity after power outages to
better understanding energy consumption and arming
customers with real-time information and tools to make
more informed choices about their energy use. In 2020,
the FCC opened the 900 MHz band to critical infrastructure entities for broadband use.
The ability to establish CBRS- and 900 MHz-based private
broadband networks has provided organizations with
greater resiliency, security and control. CBRS offers larger capacity and bandwidth and is ideal for indoor and
campus-sized environments, such as office parks, school
campuses and manufacturing facilities. It does not
require complex infrastructure, so it can be quickly and
easily deployed and extended. The 900 MHz spectrum is
better suited for wider coverage areas, such as expansive utility operations. In many cases deployment is
accelerated by leveraging existing land mobile radio site
locations and infrastructure.

Private Broadband Trials and Deployments

In recent months, the first feedback from private network trials and deployments is emerging. Schools have
gravitated to CBRS networks en masse to extend broadband into communities and connect students for
remote learning, and events companies and stock car
racing teams are using pop-up networks on the road for
high-capacity, mobile voice and data communications.

Many utilities are turning to private LTE networks to help meet their
communications needs.
w w w. M C C m a g . c o m
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the Patterson school district, told the Wall Street Journal the digital divide was impacting his school prior to
the pandemic and the network offers a permanent
solution. Belpre City Schools in Ohio and Pittsburg
Community Schools in Kansas and others have followed suit.

Private broadband has helped schools address issues related to
distance learning.

Electric utilities and logistics companies are rolling
out 900 MHz networks to monitor widespread and
diverse areas of operation, evaluate threats to business continuity and enable enhanced communications for field operations.

While early expectations for the adoption of CBRSbased private broadband skewed toward manufacturing and shipping facilities, the onset of the pandemic
drove intense interest from a less expected source:
schools. According to Common Sense Media data collected prior to the pandemic, about 30% of U.S. K-12
public-school students came from households without either an internet connection or device adequate
for distance learning. When COVID-19 forced many
schools to close their doors to in-person learning,
CBRS offered an opportunity to extend secure and
reliable at-home broadband connectivity to students
and families without regular internet access. The
greater capacity, as compared to carrier networks,
was able to accommodate online classes, streaming
video and other data-rich programming, and schools
could maintain control over who accessed the networks and the content that students consumed via
their existing firewalls and content-filtering tools.

Patterson Joint Unified School District in Patterson,
California, was among the first to stand up a private
CBRS network leveraging CARES Act funds. About 13%
of district households lacked broadband internet,
while others found public Wi-Fi from local providers to
be unreliable. Today the network has been extended
to the majority of households registered with the district, and school leaders aim to expand it further so
that all 6,000 students can access it from home. In a
Modesto Bee article from January 2021, parents
referred to the reliable broadband connectivity as a
“stress reliever” and noted that the district’s CBRS
network doesn’t freeze or stop working. Jeff Menge,
assistant superintendent of administrative services at
42
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Utilities are also evaluating private broadband as the
backhaul for video technologies that help monitor
and protect their critical infrastructure, even in
remote locations and especially in high-risk areas.
Cameras situated at substations are allowing personnel to monitor the impacts of severe weather and can
even detect if transformer temperatures increase,
which could cause overheating and explosion. Wildfires caused by utility infrastructure pose a threat to
safety and service delivery, and video cameras and
sensors are helping to identify fire risks, so they can
be averted. The real-time data carried across private
broadband networks help utilities quickly assess
events and respond with the appropriate resources to
mitigate adverse impacts and avoid pre-emptive
power shut offs and outages.

Tomorrow’s Modern Enterprise, Smart Utility
and Safe City

All of this is only the beginning. The backhaul private
broadband networks provide will help to capture and
harness data from meters, sensors, fixed and mobile
video cameras, and communications systems to
improve productivity, service delivery and safety.

The dramatically increased capacity for machine-tomachine communications that private broadband provides will transform enterprise operations. The integration of video, software and voice communications
systems will allow companies to connect and automate workflows and more quickly identify, evaluate
and respond to business and security threats. For
example, a hospital may spot and identify a banned
individual via video, alert security and respond in a
matter of moments, while a supply chain management company may remotely monitor its trucks' tire
pressure, fluid levels and engine temperature, to
ensure driver safety and help prevent breakdowns on
the road.
Utilities, and the electric industry in particular, are
changing their business models to meet the needs of
data-driven consumers and accommodate smarter
technologies. As the electrical grid becomes more
sophisticated and automated, utilities will leverage
the capacity, reliability and resilience of private broadband networks to support an even greater multitude
of sensors and devices transmitting business-critical
data. This will allow for near real-time management of
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the power grid, helping to minimize electrical losses,
reduce line and transformer loading, more effectively
utilize field resources and gain valuable insight into
outages and potential issues. Both utilities and consumers stand to benefit from the resulting energy
and cost savings.

Harris County, the most populous county in Texas and
third most populous in the country, turned to private
broadband this year to provide families with reliable
internet access, not only for learning, but for telehealth and access to professional opportunities. The
network of 31 sites will eventually support more than
6,000 households. Equally exciting are the county’s
plans to use the network backhaul to provide connectivity for children’s educational needs and other support demands.

High-capacity broadband and the connected technologies it supports are also a fundamental part of
any smart and safe city. In the future, IoT sensors and
fixed video cameras will better support remote management of traffic lights, digital signage and fleets, as
well as environmental monitoring and alerting. They
will make waste collection more efficient, improve
water management and help utility providers dispatch the appropriate resources for repairs. AI-

enabled fixed and mobile video security technologies,
in particular, will improve public safety by flagging
events, guiding emergency vehicles and collecting
valuable evidence.

Newly available private broadband networks, riding
on the back of CBRS and 900 MHz broadband spectrum, will underpin the modern enterprise, smart utility and efficient, safe city of the future. They offer the
greater capacity, resilience and reliability to support
sophisticated video technology, IoT and software
applications and critical communications that help
organizations of all sorts detect, analyze and respond
to day-to-day events and emergency scenarios. With
private broadband, the industries, critical infrastructure and communities of tomorrow will be better
informed, more fully integrated and automated like
never before. n
Scott Schoepel is vice president of global enterprise at
Motorola Solutions. Schoepel has led the enterprise
markets organization since January 2015. Prior to this
role, he held various positions in North America government sales. Schoepel joined the company as a systems engineer directly after graduating from Marquette University.
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FirstNet at 10 Years:
Coverage, Deployables, 5G

As the FirstNet Authority celebrates its 10th birthday, it’s
committed to providing innovations to first responders.
By Edward Parkinson

Photos courtesy of FirstNet Authority

E

Emergencies know no boundaries, a reality that first responders live every day. They can be
called to duty in incredibly hardto-reach locations from mudslides in Glenwood Canyon in
Colorado to tsunami threats on a
remote peninsula home to the
Makah Tribe to a COVID field
hospital inside a million squarefoot convention space in New
York City.
That’s why coverage is king for
public-safety communications.
First responders need connectivity in the places where their mission takes them.

At the First Responder Network
Authority (FirstNet Authority), we
ensure that public safety’s critical
communications needs are at the
center of the deployment of First44

Net, the nationwide public-safety
broadband network. Together
with our network contractor,
AT&T, we’ve engaged with publicsafety officials to map out
expanding network coverage,
including in traditionally underserved and rural areas. We are
also driving innovation in new,
flexible coverage solutions that
first responders can use whenever and wherever they’re called.
And we are evolving the network
with access to 5G. This is a publicsafety-first approach that is truly
unique to FirstNet.

Building Expansive Infrastructure
In the yesteryear of public-safety
communications, technology was
a mixed bag of LMR networks,
siloed among agencies and jurisdictions, each operating to its
own set of standards. The options
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for data exchange were limited
to a few narrow bands of authorized spectrum.

After the tragedies of 9/11,
police, fire and EMS leaders from
across the country came together to advocate before Congress
for an interoperable nationwide,
high-speed broadband network.
In 2012, a law was enacted
authorizing $7 billion and 20
megahertz of broadband spectrum to establish a network for
first responders. The law also
created our organization, the
FirstNet Authority, to oversee the
deployment of the network.
In February we marked the 10th
anniversary of that public-safety
milestone. Even before the legislation was passed, public-safety
leaders underscored the need for

www.MCCmag. c o m

a public-safety network that
would be available when and
where first responders need it
most. That’s why we made coverage, especially for rural and
remote areas, a top priority in our
planning efforts and in our contract with AT&T to build, deploy
and maintain the network.
In the five years since launching
our FirstNet public-private partnership, network coverage has
grown substantially. Today, AT&T
has said the network buildout of
Band 14 — the high-quality spectrum dedicated to first responders — has surpassed 95% completion under the contract.
According to AT&T, about 100,000
square miles were added to the
FirstNet network in 2020, reaching 99% of Americans.

Coverage for Remote,
Rural Areas

First responders in rural areas
have particularly seen improvements in connectivity with
FirstNet.

Just take responders in Washington County, Maine, the state’s
third least populous county. They
are responsible for serving
33,000 residents across an area
larger than Delaware and Rhode
Island combined. With dense
forests and rugged coastlines,
local responders have long
struggled with poor coverage.
But with the FirstNet buildout,
first responders in Washington
County are benefiting from
enhanced coverage where they
told us they needed it most.

“Switching over to FirstNet, it was
like night and day,” said County
Manager Betsy Fitzgerald. “Previously, if you were on the phone,
you couldn't go to certain parts of
the county because it would drop
the call. Now, we can travel from
point A to point B and the FirstNet phone manages to maintain
w w w. M C C m a g . c o m

That’s why coverage is
king for public-safety

communications. First
responders need connectivity in the places
where their mission
takes them.

its connectivity. We are able to
talk when it really makes a
difference.”

As part of FirstNet’s buildout
plans, we worked with publicsafety leaders in all 50 states, five
territories, and the District of
Columbia to identify areas of
coverage. This led to expanding
coverage with new site builds at
strategic locations that have
been prioritized by local publicsafety officials. These new cell
sites integrate Band 14 to ensure
a more reliable connection for
local responders.

A New Approach to Coverage

In addition to traditional terrestrial coverage, we heard public
safety’s need for innovative and
agile coverage solutions for hard-

er-to-reach areas or following
disasters to support response,
recovery and restoration efforts.
One way we have followed
through on this promise is
through FirstNet dedicated
deployables, which can be
requested by subscribing agencies — at no additional cost — to
boost coverage when cellular
infrastructure is limited or damaged, or more capacity is needed.
Located at sites throughout the
country, the fleet of FirstNet
deployables includes groundbased satellite cell on light trucks
(SatCOLTs), communications
vehicles, tethered drones and a
blimp. To meet the increasing
demand for deployables, the
FirstNet Authority authorized one
of its first network investments in
expanding the deployable fleet.
Today, the fleet boasts more than
100 assets.
Feedback from public safety also
showed that first responders are
looking for options they can
deploy themselves. That’s why
we’re advancing unique solutions
that go beyond network infrastructure and conventional
deployables.

FirstNet deployables have supported first responders in responding to a variety of emergency situations, including the Marshall Fire in Colorado in December.
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ment also purchased CRDs to provide connectivity during wildfires.
“It’s been a challenge for us to
stay connected to our emergency
response teams across the state
during the last few fire seasons,”
said Mark Glenn, chief information officer and IT director for the
department. “The coverage that
FirstNet and the CRD device will
provide will allow us to be flexible
during our response to disasters
and bring coverage to first
responders onsite at the scene.”

Public-safety agencies have the option to purchase compact remote deployables (CRD) like
the one pictured above to extend coverage.

Compact Rapid Deployables

A unique FirstNet coverage solution comes in the form of compact rapid deployables (CRDs).
This new technology is a smaller
mobile cell site unit that can be
customer-owned and activated
by a single person within a matter of minutes.

Because of their versatility, CRDs
provide FirstNet cellular and Wi-Fi
coverage virtually anytime and
anywhere. The units are small
enough to fit through doorways
and can be transported using a
regular trailer hitch or flown into
a remote location on a helicopter.
CRDs are built to withstand the
elements: They’re weatherproof
and operate in temperatures
from -22 to 122 degrees Fahrenheit. The typical range for cellular
coverage is half a mile, and Wi-Fi
is up to a thousand feet. And
because they can last up to 60
hours before needing to be refueled, they are valuable assets for
first responders battling natural
disasters in difficult terrain.

Weather was a major factor in the
December 2021 Marshall Fire, the
most destructive in Colorado’s
46

history, as it swept through
densely populated neighborhoods in Boulder County. High
winds, at speeds equivalent to a
Category 2 hurricane, fueled the
fire and felled infrastructure. And
then a snowstorm hit.

More access to 5G will

be added as AT&T continues to deploy additional 5G spectrum

across the country.

Mud, snow and low-hanging
power cables made it dangerous
and difficult to transport a large
SatCOLT to the top of a steep,
curvy mountain. Instead, the
team on the ground used a CRD
to quickly set up coverage. With
the help of a standard pickup
truck, they were able to transport
the unit over the difficult terrain.
It was in place and operational in
less than an hour from when the
CRD arrived on site, keeping first
responders connected until the
SatCOLT could be set up.
The Washington Military Depart-
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Maximizing FirstNet Coverage
with HPUE

FirstNet MegaRange, also called
high power user equipment
(HPUE), is transforming the way
we approach access to coverage
at the edge of a cell site. These
technologies in FirstNet’s growing ecosystem of devices boost
signal strength up to six times the
normal cellular power to maximize the network’s coverage.
FirstNet’s Band 14 spectrum is
the only band in the United States
licensed for HPUE.
In urban environments,
MegaRange can help improve
connectivity in hard-to-reach
spots like parking garages and
basements. In remote, rural and
maritime environments, connectivity is improved at the edge of
the network’s typical signal
coverage.

FirstNet MegaRange is designed
to improve connectivity and
throughput to FirstNet towers.
Following Third Generation
Partnership Project (3GPP) standards, HPUE transmits stronger
signals using FirstNet’s Band 14
spectrum and specially
designed FirstNet modems. The
increased signal provides a
more reliable coverage area,
improving uplink data speeds at
the edge of the network.
www.MCCmag. c o m

Public-safety officials in Texas
have successfully extended the
range of the network using HPUE
and experienced the benefits
that follow.

Public-safety officials in

Texas have successfully
extended the range of
the network using

HPUE and experienced

the benefits that follow.

“With FirstNet MegaRange, we
noticed a substantial coverage
improvement in some remote
areas, and we sustained high
data speeds even as we moved
further away from wireless towers,” said Jared Vandenheuvel,
program coordinator with the
Texas Department of Public Safety. “This will be especially advantageous for public safety and
first responders who have high
uplink needs, such as drone
teams sending video back to
operations centers.”

Opening Possibilities with
Initial 5G

HPUE and CRDs bring FirstNet
coverage into the nooks and

crannies not covered by fixed cell
infrastructure. These unique coverage solutions are helping first
responders adapt to their
ever-changing operational
environments.
At the FirstNet Authority, we continue to work with AT&T to drive
progress in coverage buildout
and to explore new solutions that
fit public safety’s needs. We are
also looking at ways to enhance
existing coverage by enabling
FirstNet subscribers to have
access to AT&T’s 5G network.

In April 2021, the FirstNet
Authority Board directed investments to upgrade the FirstNet
Core to enable 5G for FirstNet.
Subscribers now have access to
AT&T’s mmWave (5G+) spectrum
in parts of 44 cities and more
than 30 venues, and they have
access to AT&T’s 5G Sub-6 spectrum in 10 cities across the country. More access to 5G will be
added as AT&T continues to
deploy additional 5G spectrum
across the country.

Access to 5G is a major development for FirstNet, which will help
first responders take advantage
of the benefits of this new technology as they are realized,

including peak data speeds,
higher throughput capability and
improved latency. Through a
greater use of 4K video, artificial
intelligence (AI), more accurate
location data, and an ecosystem
of connected sensors, 5G is revolutionizing public-safety
communications.

We are only at the beginning of
future innovations for first
responders. Unlike past technology upgrades when public-safety
users were mostly an afterthought, they are now a critical
market to consider in technology
rollouts. The future holds great
promise for public-safety communications. There is more work to
be done to drive the delivery and
implementation of mission-critical
standards for 5G, and the FirstNet
Authority will continue to be a
voice for public safety within standards bodies.
In championing the need for
FirstNet many years ago, public
safety envisioned a network that
would deliver fast and reliable
communications to first responders wherever they needed it
most. Ten years later, the FirstNet
Authority has made significant
progress delivering on public
safety’s vision and will continue
to work with the community to
advance coverage and meet their
critical communication needs. n
Edward Parkinson is the CEO of the
First Responder Network Authority
(FirstNet Authority).
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Florida SLERS Supports Responders

During Disasters
The statewide network provides interoperable
communications between different agencies.
By Steven Williams

Photo Courtesy David Mark

F

Florida is known for many great
things; however, one thing Floridians don’t like to hear too much
about is hurricane season. Every
summer and fall, Florida seems to
be in the crosshairs of multiple
tropical storms and hurricanes.
Despite the challenges that these
sometimes-devastating storms
can bring, Floridians have proven
resilient over the years when it
comes to dealing with these
major storm events.
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Quite often during the most challenging moments that hurricanes
bring, law enforcement officers
and first responders are actively
out in their communities around
the state risking their lives to keep
the public safe and critical services available during the storm.
As a retired longtime law enforcement officer, I remember the
incredible challenges first responders encounter during hurricane
season. Often one storm ends

and another is already bearing
down during the peak of the season. From evacuations to urgent
9-1-1 calls to keeping roads open
and safe for supplies the list of
duties for law enforcement is long
during a major tropical event.
The good news for Florida law
enforcement officers and first
responders is they are armed
with a reliable and state-of-theart communications system that
has been a model for the nation.
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Any law enforcement officer will
tell you that a dependable and
connected radio is the key for
not only public safety but also
officer safety.

The Florida State Law Enforcement Radio System (or SLERS) is
the backbone of law enforcement
communications throughout the
State of Florida. For more than
two decades now, L3Harris has
operated SLERS for the state.

Through 15 hurricanes, 10 named
tropical storms and numerous
large-venue events, the SLERS
system has maintained a 99.96%
uptime rate in some of the
region’s most treacherous conditions. Law enforcement officers
and responders have the peace of
mind that their radios will work,
no matter how bad the hurricane,
intense wind or weather conditions become.

One might ask how is it possible
for a communications system as
large and diverse as SLERS to
never be knocked offline during
very intense hurricane seasons in a
state like Florida? One answer is
commitment, another is intense

SLERS BY THE
NUMBERS

• In service: 20+ years

• Used by:

• 23 state agencies

• 7,000 public-safety officers
• 21.5 million residents

• 221 communications sites

• 4.3 billion+ calls made across
network over past 20 years
• 24,000+ radios in use,
including 136 partner
agencies

• 99.96% Uptime during 15
hurricanes and 10 named
tropical storms

planning to have critical parts and
personnel strategically placed in
different locations for quick service
restoration, and another of course
is hard work. Having state-of-theart technology helps as well.

L3Harris has demonstrated it can
provide uninterrupted connectivity
for Florida’s emergency personnel
during Florida’s critical operations.

Perhaps the best news for Florida’s law enforcement community
came just last year when the State
of Florida entered into a renewed
contract with L3Harris to continue
to run SLERS for 15 more years.
The new agreement will provide
an upgraded radio network that
includes increased capacity and
greater radio coverage for the
system. In addition, as part of the
new contract with L3Harris, many
of the state’s first responders will
be getting much needed new
portable and mobile radios with
Wi-Fi and LTE capabilities.

So, as the storms and hurricanes
continue to intensify, Florida will
be well prepared and its first
responders armed with the critical communications tools to
respond to these deadly storms.
The 2022 hurricane season is only
a few months away, but in Florida
our frontline officers are ready
and equipped with a radio system
that is not only being upgraded
but has already proven to be the
best in the nation during times of
greatest need. n
Steve A. Williams, Sr. is the director of
the Florida Statewide Law Enforcement
Radio System (SLERS). He spent 33years with the Florida Highway Patrol
holding the positions of trooper, corporal, sergeant, lieutenant, captain and
major in Miami-Dade, Collier, Polk, Brevard and Orange counties. The last 14
years of his career, he has served as the
chief technology officer at headquarters
in Tallahassee and was responsible for
communications, data centers and all
technology utilized by the patrol.
Williams is a recipient of the Medal of
Valor and Life Saving award from the
patrol. Upon his retirement in December 2014, he joined L3Harris as the
SLERS director. Steve was instrumental
in the construction and implementation
of the existing SLERS legacy system and
was responsible for consolidation of all
the state dispatch centers. He continues
to focus on the operations and maintenance of the current SLERS system and
has overall responsibility for the implementation of the new P25 system.
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Cybersecurity Best Practices for
Photo courtesy Chevron

Critical Infrastructure

As critical infrastructure becomes a key target of cyberattacks,
it’s important to take proper mitigation steps.
By Danny Ramey

B

Because of their importance the
country, critical infrastructure
industries find themselves a key
target of cyberattacks today.

A cyberattack on Texas’ Colonial
Pipeline in 2021 drew headlines
as hackers launched a ransomware attack and shut down
key equipment used to manage
the pipeline, causing fuel supply
issues. In Poland in 2015, hackers
found their way into the systems
of several electrical providers and
shut them down, leaving more
than 200,000 people without
power. And those are just a few
examples of the many attacks targeting critical infrastructure in
w w w. M C C m a g . c o m

the last several years.

Due to the vital services it provides,
critical infrastructure is an attractive target for hackers with a variety of goals, from making money
to disrupting society. The most
common cyberattack right now is
ransomware in which hackers infiltrate a system and then lock down
key data or systems until they are
paid a specific amount. Without
proper backup, many organizations find themselves forced to
pay. Energy providers are currently
the organizations most targeted
by phishing attacks aimed at creating entry points into networks for
ransomware.

“They’re going after critical infrastructure primarily because as
critical infrastructure, you cannot
afford the downtime, so you have
to pay,” said Chuck Brooks, a professor of cybersecurity at Georgetown University and a former U.S.
Senate cybersecurity adviser.

Hackers’ focus on critical infrastructure has led the federal government to take steps to ensure
that critical infrastructure entities are taking steps to protect
their systems.
Following the Colonial Pipeline
hack, the Department of Homeland Security’s (DHS) Transporta-

MissionCritical Communications Spr ing 2022

51

tion Security Administration (TSA)
released a pair of directives aimed
at securing pipelines. The first
directive requires critical pipeline
owners and operators to report
confirmed and potential cybersecurity incidents to the Cybersecurity and Infrastructure Security
Agency (CISA). The first directive
also required pipeline owners to
designate a cybersecurity coordinator and to review their current
cybersecurity practices to address
any gaps in that plan.
A second TSA directive requires
pipeline owners to implement
specific measures to protect
against ransomware and other
cyber threats, perform a cybersecurity architecture design review,
and develop and implement a
cybersecurity contingency and
recovery plan.

The federal government has also
recently set up advisory bodies
focused on combatting cyberattacks. For example, in February,
the DHS established a Cyber Safety Review Board (CSRB), as directed by an executive order aimed at
improving cybersecurity. The
CSRB will review and assess significant cybersecurity events in order
to better protect government, critical infrastructure and industry.

“It’s hard to build against that.”

Crafting a Cybersecurity Strategy
In a January 11 cybersecurity advisory, the Cybersecurity and Infrastructure Security Agency (CISA),
Federal Bureau of Investigation
(FBI) and the National Security
Agency (NSA), three key practices
for protecting critical infrastructure against cyber threats: “be
prepared, enhance your organization’s cyber posture and increase
organizational vigilance.”

To protect organizations of all
types against cyberattacks, Brooks
recommended a cyber plan that
encompasses these three ideas.
To help protect their networks,
organizations across the spectrum from public safety to critical
infrastructure should practice
good cyber hygiene including
using strong passwords and twofactor authentication (2FA) and
staying off public networks. These
basic cyber hygiene steps all help
make an organization’s systems
harder to hack into.

As the government takes steps to
help improve the nation’s cybersecurity, it is important that critical infrastructure take steps to
comply with these requirements
and improve their cybersecurity.

One key consideration with any
network is the human factor. No
matter how strong the technology supporting an organization’s
cybersecurity is, that technology
can be undermined by careless or
uneducated employees. One
effective way in preventing this
from undermining an organization’s security is strongly restricting what parts of a system
employees have access and what
they can connect to.

Because of a rise in the number
of devices and sensors being connected to the internet, the attack
surface for cyber threats continues to grow and it’s becoming
easier for hackers to hide and
avoid prosecution, Brooks said.

However, organizations should
also invest time in money in effectively training employees in proper cybersecurity. Some options
for this include turning it into
games to teach employees effective cyber hygiene and bringing in

“A major issue is the sophistication
capabilities of hackers is growing
exponentially,” said Brooks.
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“You can go on a perfectly normal
site and get phished and download malware,” Brooks said.
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expert speakers to discuss key
cyber topics with employees.

“It all comes down to basic cyber
hygiene,” Brooks said. “Don’t
click on what you don’t know and
if you’re not expecting an email
don’t click on the links in it.”

But an organization’s cybersecurity strategy should not start and
stop with basic cyber hygiene
such as passwords and 2FA. One
of the key steps to ensuring
strong cybersecurity for your system is constant monitoring so
you can be aware of any potential
threats that do manage to make
it into your system, Brooks said.
“There’s so much you have to
know about your network and
what’s connected to it.”

When assessing network cybersecurity, it’s important to start from
the ground up and assess what
you have in your network and
what role you need your network
to serve and then use that to
guide the cybersecurity program
for your organization, he said.
One other key to an effective
cybersecurity strategy is finding
the proper expertise to help
inform that plan, whether it’s by
hiring skilled, informed staff in
house or using consultants to
advise that strategy. And those
employees with strong cyber
skills can help inform key executives and personnel and ensure
that cybersecurity is adequately
addressed by an organization.

“There’s no reason for executives
to not be looking at cybersecurity
as one of the key operational
needs of business,” Brooks said. n
Danny Ramey is the editor of
MissionCritical Communications magazine. Contact him at dramey@
rrmediagroup.com.
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MYTHS AND MISCONCEPTIONS

About TETRA

T

TETRA is a frequent source of
myths and misconceptions in
North America, especially in the
United States, likely due to its late
introduction to the LMR market.
The first FCC and Industry Canada
type acceptance certificates came
in 2009, giving the impression a
technology first deployed back in
1998 has become outdated.

Since the early 2000s, we heard
that TETRA would cause interference even though it’s been
deployed by a multitude of publicsafety organizations, utilities,
transit agencies, mining companies, oil and gas, and heavy industries, and of course the military,
including the U.S. Army, in more
than 150 countries. Presently,
there are nearly 5 million TETRA
radios in use across the globe.
w w w. M C C m a g . c o m

A look at where the TETRA standard
currently stands in North America.
By Jose Martin

Therefore, the question is why
TETRA would work differently in
North America. This myth was
addressed by the TETRA Association, PowerTrunk and Sepura
almost a decade and a half ago.
Through their efforts, a 2012 FCC
report and order amended its
Part 90 rules and accepted the
TETRA modulation (Π/4 DQPSK) in
the 450-470 MHz and 809824/854-869 MHz bands (four-slot
TDMA over 25 kilohertz-wide RF
channels). The FCC’s rules were
formerly based on emission
masks and occupied bandwidth
limits rather than adjacent channel protection criteria. Prior to the
FCC’s ruling, Industry Canada
amended its RSS-119 emission
rules in all LMR bands. Since
those changes, TETRA has been
deployed by high-profile end

users such as BC Hydro (British
Columbia, Canada), New Jersey
Transit, Diverse Power (Georgia),
Toronto Transit Commission,
Agnico Eagle (Nunavut, Canada),
Collins Aerospace (LAX, JFK, EWR,
and SFO airports) and Ontario
Power Generation, and is currently being deployed by MTA/New
York City Transit, Société de transport de Montréal (STM), Réseau
express métropolitain (Montreal
light rail), Cooperative Energy
(Mississippi) and other users
without interference issues.

TETRA has also been presented as
an old narrowband LMR technology that will soon be replaced by
more advanced broadband-based
solutions. However, according to
an article from British APCO,
aspects of TETRA, such as securi-

MissionCritical Communications Spr ing 2022

53

ty, should be futureproof for “the
next 20 years or so.”

In addition, Germany’s BOS
nationwide TETRA network, the
largest in the world, is still being
expanded and, so far, Motorola
Solutions, Sepura and other
TETRA vendors have supplied several hundred thousand TETRA
subscribers. Belgium, the Netherlands, Sweden, Norway, Finland,
Italy, Hungary, Portugal, Ireland,
Malaysia and others, have also
deployed and continue to operate
nationwide TETRA networks.

At the state and local level, TETRA
served the military police of the
State of Rio de Janeiro, Brazil, during the 2016 Olympics and continues serving Transport for London,
Madrid Metro, Barcelona Metropolitan Transport, Parisian transit
agency RATP, the states of Mexico
and Guanajuato in Mexico, the
Federal Highways Authority in
Brazil and many other end users
around the globe.

TETRA will not be replaced by LTE
or 5G for the foreseeable future
for several reasons. For example,
the latter require at least 10 times
the number of towers for the
same coverage. If commercially
deployed by cellular operators,
implementing mission-critical
capabilities would be cost prohibitive as expensive power supply
units equipped with batteries and
generators to keep all radio sites
up and running upon blackouts
for long periods of time would be
needed. In turn, mission-critical
voice and critical data (e.g., GPS)
is the only requirement that matters to public-safety organizations
and other first responders.
Video and other bandwidth-consuming applications are desirable
but not essential. In this regard,
TETRA’s raw bitstream (36 kilobits
per second) over 25 kilohertz of
bandwidth is almost twice the
54

data throughput provided by
other LMR technologies. This
results in clearer audio to provide
cellphone-like speech quality,
background noise cancellation to
make it suitable in noisy environments, and data capabilities
enough to support data-centric
applications such as CAD/AVL and
supervisory control and data
acquisition (SCADA), allowing
users to gather GPS data and
other parameters from thousands of subscribers and remote
units in just a few seconds.

The secret of TETRA is linear modulation, which results in a very
high spectral efficiency (1.44
bits/hertz) while maintaining the
same performance across the
entire coverage area no matter
the distance from the subscriber
to the tower.

The misconception that TETRA is
outdated is also false; TETRA is
constantly evolving. The European Telecommunications Standards Institute (ETSI) and the
TCCA are continuously addressing
new requirements, such as air
interface encryption capabilities
to make TETRA radios more protected against hackers, and most
TETRA vendors and other companies continue developing
advanced TETRA-based applications. TETRA-LTE interworking is
one of those, allowing users to
implement seamless communications between TETRA radios and
cellphones or other LTE devices.
The narrowband versus broadband controversy has turned into
a rather fruitful coexistence.
In the U.S., unlike the rest of the
world, TETRA faces many challenges, including the lack of spectrum harmonization with the aim
to facilitate 25 kilohertz-wide RF
channels to end users. Although
TETRA provides four 6.25 KHzequivalent channels and is therefore compliant with the FCC nar-
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rowbanding mandates, which
also requires simulcast in areas
with low density of users, TETRA’s
high spectral density is accomplished through a binary rate of
18,000 two-bit symbols per second. Simulcast generally requires
lower rates. Additionally, P25
and/or analog FM are mandatory
capabilities in certain frequency
bands at the subscriber level,
whether the user is a public-safety organization or not.

PowerTrunk overcame this roadblock through a range of multimode TETRA-P25 subscribers
capable of operating on the
nationwide P25 interoperability
channels in the 764-805 MHz
band in accordance with the
requirements of MTA/New York
City Transit, the FCC and the
Department of Homeland Security (DHS) through the P25 Advisory
Panel. However, the NPSPAC band
(806 – 809/851 – 854 MHz) in
which analog FM is required at
the subscriber level was closed to
TETRA through an FCC rulemaking and further FCC order back in
2013, even though a modified version of TETRA had been previously authorized in the NPSPAC band
in 2009. These requirements and
regulations make the U.S. LMR
market unique and can result in
expensive subscriber units.
TETRA is an evolving global standard with a proven track record in
many of the largest networks in
the world and deserves consideration for critical communications
systems in North America now
and for the foreseeable future. n
Jose Martin MEng., president and
CEO of PowerTrunk, is a veteran
engineer and executive that served
formerly as chief technology officer
(CTO) and chief marketing officer
(CMO) of several LMR and fiber
optics cable manufacturers.
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The following products include new and improved offerings from
leading industry suppliers. To learn more, please visit the company’s
website or contact them directly.
Don’t forget to mention that you saw their product in
MissionCritical Communications.
A Beep

The
DigaTalk+
Dealer
Program
offers
generous compensation, a complete
turnkey program from one source
with one bill and a dedicated team
to work with dealers. Diga-Talk+
offers competitively priced two-way
digital communications services
and devices with nationwide coverage. Product offerings include
portable and mobile radios, PC
dispatch software and a smartphone app. The service now offers
FirstNet Ready devices for extended
primary users.
www.digatalkplus.com/becomea-dealer

Alive Telecom

The ATC-WP3X
series of Citizens
Broadband Radio
Service (CBRS) multiple input, multiple
output (MIMO) panels are available in
35-, 60-, 90- and 120degree sectors. Panels that are low-profile PIM rated
are available with 4.3-10 DIN connectors. Typical port-to-port isolation is -25 decibels (dB) isolation
along with -27 dB front-to-back
ratio, including reduced sidelobe
w w w. M C C m a g . c o m

radiation. These antennas complement Alive Telecom’s existing
offerings in the VHF, UHF, 700, 800
and 900 MHz bands.
https://alivetele.com

Anritsu

The MA8100A Signal Mapper supports indoor coverage mapping of
common LMR standards such as
Project 25 (P25) Phase 1 and 2,
TETRA, narrowband FM (NBFM)
and NXDN in addition to LTE, 5G
and analog signals. The product
provides an economical mapping
solution for most Anritsu handheld instruments. Existing Anritsu
handheld owners spend less on
up-front costs, providing more
value and flexibility to their clients.
Users can simply pair a pagersized tracker to an Android device
connected to a compatible Anritsu
instrument and start mapping.
Users can securely download
measurement data from NEON
Cloud Service, while NEON Command software provides powerful
3D building floor plans to enhance
analysis and reporting.
www.anritsu.com

Astron

Astron power supplies are suited
for use with 12 volts (V) DC communications equipment. The
switching technology has high efficiency and includes special filter
circuitry for use with frequencies,
including HF. To meet individual
power requirements, peak currents from 20 to 50 Amps are supported. These units integrate
seamlessly with standard 12/13.8
VDC. The output screw-type terminals are heavy-duty connections
and easily accessible from the
rear, and Anderson Power Poles
and dual USB ports on the front
ensure a safe and reliable installation.
www.astroncorp.com

Bird

Anyone responsible for a land
mobile radio communications system knows that management of
even just a single site can often be
a complex task. What if you could
continuously monitor your radio
communication systems, in real
time, to automatically identify and
locate issues? Bird’s Channel
Power Monitoring Solution (CPM)
makes this possible. The CPM system integrates high-quality,
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PRODUCT SPOTLIGHT
comprehensive
components for
RF power
monitoring into a
single reporting system that can
provide feedback through the
internet via integrated web software or simple network management protocol (SNMP) messages.
With it, managers can measure
and track the performance of their
LMR sites in real time, and over
time, from their desktops or
mobile devices.
www.birdrf.com

Catalyst Communications
Technologies

to ensure optimal performance.
Getting the most out of a network
in terms of connectivity and capacity, avoiding downtime and being
proactive to avoid potential issues
can save a great deal of time and
money. Ceragon’s managed services can provide peace of mind,
allowing users to know that the
network is running at its optimal
levels. By unifying resources (people, equipment, processes, tools),
Ceragon maximizes network performance, minimizes outages and
corrects issues quickly.
www.ceragon.com

CSS-Mindshare

The IntelliLink interworking system establishes communications
between subscribers on LMR networks and smartphones with
Third Generation Partnership Project (3GPP)-compliant mission-critical push-to-talk (MCPTT) applications on LTE networks including
FirstNet, Verizon’s Push to Talk
Responder, and Southern Linc.
Multiple talkpaths are supported,
and multiple talkgroup connections can be established on a single talkpath for many LMR-to-LTE
talkgroups. A simple user interface
establishes talkgroup connections
or the dispatcher can create interworking from a Catalyst console.
www.catcomtec.com

The Mindshare
P25 Digital Fixed
Station Interface
(DFSI) gateway
can be used to
interface to a
P25 conventional radio system.
A single gateway can manage multiple DFSI connections to various
conventional stand-alone stations
or networks. Each connection may
be presented to the console system in a control station or system
mode of operation. General features include version 1 and 2 compatibility, channel change, repeat
on/off, monitor and voter receiving and transmitter control, as well
as several other digital and analog
FM features.
www.css-mindshare.com

Customers use Ceragon to help
them maintain and operate their
networks. Wireless networks
require a certain level of expertise

The new MAGNUM series of
antennas provide maximum coverage and mission-critical performance in your 700/800/900

Ceragon Networks
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dbSpectra

S p r i n g 2 0 2 2 M i s s i onCritical Communications

MHz networks. Excellent
gain and pattern consistency across specific frequency ranges is coupled
with an array of pattern
options, assuring users
meet their restrictive contour requirements. Heavy
null-fill pattern features
put power where it is
needed, and the heavyduty design practically
eliminates tip deflection,
even in the harshest environments. Every MAGNUM antenna is designed
and tested to stringent
peak instantaneous power
(PIP) levels of 25 kilowatts
(kW), is PIM rated to better than -150 dBc (3rd
order) and includes superior lightning protection.
www.dbspectra.com

E/M Wave

E/M Wave introduced a new
triband IP67-rated roof mount
antenna (Part# EM-M43002) that
covers 150 – 162/450 – 490/763 –
870 MHz. The antenna is designed
for public safety, LMR, supervisory
control and data acquisition
(SCADA), utilities, telemetry/fleet
management and railroad/train
control applications. The special
features of the product are a stylish high-impact, dual shot
ASA/TPE base that eliminates ingress; an insertmolded NMO brass base
for superior performance
that eliminates dissimilar
metal corrosion; highstrength, impact-resistant
17-7 black chrome stainless steel spring; hand
torque installation that
maintains reliable RF connection; and a removable
whip that protects NMO
contacts during vehicle
wash.
www.emwaveinc.com
www.MCCmag. c o m

PRODUCT SPOTLIGHT
ESChat

The ESChat broadband and internet
of things (IoT) push
to talk (PTT) app is
FirstNet Certified
and approved by
Defense Information Systems
Agency (DISA) for
U.S. military operational use.
ESChat operates on and across all
wireless carriers, providing intercarrier interoperability. ESChat’s
interworking function (IWF) supports standards-based interoperability with LMR radio networks,
including Project 25 (P25) via Inter
RF Subsystem Interface (ISSI) and
Digital Mobile Radio (DMR) via the
Application Interface Specification
(AIS). ESChat also supports interoperability via RoIP to all LMR
radio networks, regardless of
radio technology or operating frequency band. ESChat supports
quality of service (QoS) and radio
access network (RAN) priority and
pre-emption enhancements available to FirstNet and Verizon Frontline customers. In North America,
ESChat is available to purchase
from Verizon and AT&T, and is the
primary PTT offering from TMobile and TELUS.
www.eschat.com

Freedom, an Astronics
company

The Freedom R8200
combines
comprehensive
LMR testing with a
vector network analyzer, measuring return
loss, VSWR and phase, and features Smith Charts for more
complex RF network analysis.
Technicians can now carry one
instrument rather than two, simplifying their work, freeing space in
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the van or on the bench and saving their organizations thousands
of dollars. Firmware release 4.4
includes significant enhancements
to the units vector network analyzer (VNA) functionality, including
the ability the ability to save traces
for later analysis. The R8200 is
backed by the world-class service
and technical support capabilities
of Astronics Test Systems, provider
of the widely used R8100 and
R8000 communications analyzers.
www.astronics.com/lmr

time, reducing total number of
batteries needed and higher
capacity. GTS designs and manufactures high-performance batteries, chargers and power management technologies for essential mobile devices. Millions of
public-safety, government and
military professionals trust GTS
for powering mission-critical
communications and mobile
computing applications.
www.gtspower.com/
public-safety

Users deserve to get the most out
of their ASTRO 25 and DIMETRA
system investments. In GenWatch3, Motorola system information from multiple sources (ATIA,
IMW, GGSN, UEM, SNMP) is
brought into one centralized location to not only be monitored and
managed, but also stored for as
long as it is needed. From there,
system administrators can run
reports from multiple angles, as
well as generate important notifications on specific events. Administrators of the world’s largest systems rely on GenWatch3 to simplify reporting, validate decisions
and save time.
https://genesisworld.com/gw3

Icom CONNECT’s suite of multiprotocol solutions are designed for
both commercial and professional
use. The VE-PG4 creates a seamless ecosystem for LTE devices with
built-in LTE modules, digital radio
systems, SAT radios, session initiation protocol (SIP) phones and
other VE-PG4s, even cross-country.
The VE-PG4 can integrate public
address systems, sirens, warning
lights and other external devices.
Customized solutions that suit
user needs are available.
www.icomamerica.com

Genesis Group

Global Technology
Systems (GTS)

The HNPA9-LiP is a
rechargeable battery can be used to
power the L3Harris
Technologies P5300,
P5400, P5500, P7300,
XG25 and XG75 LMR
radios. Features
include extending operating

Icom America

Kirisun Americas

The intrinsically safe
ATEX and IECEx certified
portable radio meets IP68 standards for use in
harsh environments. The
device has a 1.96 Ah battery that can operate for
up to 15-18 hours in 5-590 mode and is fully
encapsulated to prevent
damage by high temperature and humidity. The device
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provides extreme high volume
that ensures clear audio in noisy
environments such as heavy
equipment, engines, trucks and
factories. The radio has an
ergonomic design with a 1.8-inch
LCD color display that is easily
readable, even in bright light. A
large keypad allows the device to
operate easily. The prominent
appearance of Kirisun explosionproof blue allows easier device ID
for crews in hazardous environments to ensure worker safety.
The device also comes with built-in
man down, GPS and lone worker
functions, as well as a dedicated
emergency button.
www.kirisunamericas.com

Leonardo

The ECOSD is a critical communications network integration solution that increases
communications efficiency using
existing equipment and infrastructure. Operating modes
include analog conventional, Digital Mobile Radio (DMR) Tiers 2 and
3, and Project 25 (P25) Phase 1,
with all modes and architectures
included in the same radio base
station. Users can configure
ECOS-D as a single site, simulcast,
multicast or hybrid architecture.
The software-defined ECOS-D system is adaptable, scalable and
delivers optimized effectiveness
without compromising performance or reliability.
http://leonardocompanyus.com

Maxon America

MDS series loudspeakers are
designed to receive crystal clear
wireless communications from
any UHF-band (406 – 470 MHz)
Digital Mobile Radio (DMR) Tier-2
digital radio. An unlimited number
58

of speakers and radios can work
together. Users can use private
call or all call or can create different groups per channel to communicate to specific speakers. The
speakers also include broadcast
public address and emergency
alerts. Available models include 20
and 10 watt (W) portable speakers
w/110 volt (V) wall plug and a 10 W
circular ceiling-mount version. The
product can be used wherever
loudspeakers are needed but it
may be difficult to connect or
maintain wires, including manufacturing and distribution facilities,
department stores, schools,
amusement parks, ski lodges, athletic fields and golf courses.
www.maxonamerica.com

Mission Critical Energy

The FlexSCADA Q5 Pro can allow
users to get their backhaul back
and survive public safety power
shutoff events and more. The
industrial-grade, low-power draw,
stand-alone remote terminal unit
(RTU)-supervisory control and
data acquisition (SCADA) device
includes everything users need for
monitoring and remote control of
off-grid sites, as well as locations
with crucial backup power requirements. Users can experience the
future of the Fourth Industrial Revolution (4IR) with amazing component interoperability including bat-
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tery status, ping watchdog functions, equipment power draw, sensor power and read, and site security and alarm notifications features. These all come in one
robust and secure device.
http://FlexSCADAfusion.com

OTTO Engineering

The
ClearTrak
NRX is the
next generation of industrial-grade
intrinsically
safe headsets for highnoise environments. Combining contemporary design with proven OTTO
quality, the ClearTrak NRX is a
comfortable, reliable headset providing clear audio and hearing
protection. With an intrinsically
safe or ATEX-rating, ClearTrak NRX
is certified for use in hazardous
areas that require a headset, providing a noise reduction rating
(NRR) of 24 decibels (dB), and satisfies many Occupation Safety and
Health Administration (OSHA)compliance needs. The ClearTrak
NRX is made for work. The rugged
coiled cable stays out of the way,
and the durable helical boom is
resilient enough for workplace
wear and tear and is replaceable.
An earcup-mounted push to talk
(PTT) is easy to reach and provides
tactile feedback for use with
gloves. Snap-in-ear seals provide
true comfort and longevity. The
ClearTrak NRX comes in over-thehead, behind-the-head and helmet-mounted variations.
www.otto-comm.com

Pyramid Communications

The SVR-P252 EVRS extends onscene and in-building portable
radio coverage. Since 1990, Pyramid Communications has
remained a leader in providing
www.MCCmag. c o m

PRODUCT SPOTLIGHT

mission-critical coverage for first
responders. The SVR-P252 is the
latest generation P25 repeater
from Pyramid Communications
that is fully compliant with the digital standard. The EVRS P25 SmartTrunking features work exclusively
with Kenwood and L3Harris
mobile radios to create a seamless
trunking handshake between the
mobile radio network and SVRP252 user.
www.pyramidcomm.com

Samlex America

commercial organizations to affordably
keep in touch with
workers using pushto-talk (PTT) over
cellular. The SD7
looks and operates
just like an LMR
portable handheld
radio to make transitioning to it easy for workers. The
SD7 rugged handset offers
extremely loud and clear audio,
long battery life, a dedicated PTT
button and a rotary knob to select
PTT channels. Users can slide the
SD7 into the optional VK7 vehicle
kit to provide a safe and optimal
PTT experience while in a truck,
bus or first responder vehicle.
www.siyatamobile.com

SoftWright

with its
exclusive
Flexi-Whip
technology.
Available in
frequency
ranges from
130 – 174,
406 – 520
and 760 –
870 MHz, the most popular OEM
style antenna is now available with
GPS capabilities. The robust and
innovative mission-critical antenna
systems can increase connectivity
for covert, public-safety and tactical needs. The antennas are
proudly designed and manufactured in the U.S. with a commitment to offering the highest
quality, longest lasting antenna
systems on the market. The products are all backed by a five-year
warranty.
https://sti-co.com

Tait Communications
The technologically advanced SEC
P series desktop power supplies
are lighter, quieter and power factor corrected, and have a universal
AC input of 100 to 240 VAC. These
premium, high-efficiency power
supplies comply with the Minimum Energy Performance Standard (MEPS) for external power
supplies and are efficiency Level 6
(VI), with advanced switch mode
technology. The supplies provide
reliable power in a small, lightweight unit. Circuit innovations
minimize output voltage ripple
and RF interference (RFI). The latest model in the Samlex P series is
the SEC-1235P-M, which sports
newly designed backlit dual analog meters.
https://samlexamerica.com

Siyata Mobile

The SD7 rugged handset enables
public sector, mission-critical and
w w w. M C C m a g . c o m

Terrain Analysis Package (TAP) 7.6
comes with an all-new AutoCoverage Module. The AutoCoverage
Module facilitates setting up multiple RF coverage studies using
common study settings. AutoCoverage studies are particularly useful for analyzing multisite systems,
such as public-safety systems that
have to cover a county or state.
Rather than creating numerous
individual coverage studies, a single AutoCoverage Study contains
cases for every fixed facility (e.g.,
tower) and mobile facility pair of
interest. The coverage results may
be displayed on a single map or
used in an aggregate coverage
study to combine the individual
cases into a single result.
www.softwright.com

STI-CO Industries

STI-CO offers tri-band antennas

Tait P25 Phase 2 provides
greater spectral efficiency and
trunked technology, all with the
interoperability, security and
superior audio quality users
expect from P25 standards. Tait
Communications’ line provides
cost-effective, end-to-end solutions, no hidden fees, smooth
migration processes and tough
mission-critical grade radio networks, including industry-leading base stations engineered for
unparalleled reliability. From
portables to mobiles to base stations and beyond, Tait offers a
full range of Phase 2 products
and solutions.
www.taitcommunications.com/
p25-phase-2
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Telex

Telex introduced the IP-3000 series,
the next generation of its IP-based
radio dispatch consoles. The consoles are user friendly by combining console, software and direct IP
interfaces into one single easy-toconfigure devices, with flexible layout options and an enhanced
graphic user interface (GUI). Simplified management makes system
administration, configuration and
software updates quick and easy,
whether on site or remote. Bridging systems in the console allow
interconnect with a variety of systems seamlessly using industry
standards and application programming interfaces (APIs).
https://telex.com/ip-3000

Viavi
Solutions

The CX300
ComXpert
communications
service
monitor
allows users to test everything
from LMR radios to complex RF
infrastructure to broadband
LTE/4G networks with an easy-touse complete communications test
solution with a built-in two-port
vector network analyzer (VNA).
Users can stop sacrificing performance for portability as the CX300
provides bench-grade specifications in a field-use form factor.
From the radio shop to the antenna tower, experience the future of
communications testing and
become a comms expert with the
CX300 ComXpert.
www.viavisolutions.com

Wireless Supply

The new IOSV/N slimline indoor
omnidirectional antenna for
public-safety distributed antenna system (DAS) installations
covers 136 – 960 MHz. The
antenna is designed to offer
excellent coverage for publicsafety signals where enhanced
coverage is required inside
buildings. The product is 0.47
inches thick and covers VHF,
UHF and 700/800 MHz public
safety, as well as 900 MHz. The
product will be available in the
second quarter of 2022.
www.wirelesssupply.com
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Find More Online
at RRMediagroup.com
A Look at 9-1-1 ECC Staffing
Challenges, Solutions

Latest News

A nationwide staffing shortage at
emergency communications centers (ECCs) has reached a crisis
stage as ECCs struggle to ensure
they are staffed properly. These
shortages have led to mandatory
overtime and impacts to worker
well-being. This two-part series
looks at the causes of the shortage, as well as solutions.

EWA to Continue Focus on
Advocacy Following CEO
Transition

The Enterprise
Wireless
Alliance (EWA)
will continue
to focus on its
advocacy
efforts and strong customer service following its leadership transition, new CEO Robin Cohen said.
As of January 1, Cohen assumed
the CEO role, while previous CEO
Mark Crosby moved to the role of
chief strategy officer, where he
will advise Cohen. Crosby had
served as CEO of the organization
since 1975.

U.S. 9-1-1 System is Overdue
for an Upgrade

You can find plenty more industry
news, insights and information at
www.RRMediaGroup.com. Here’s a
preview of what you can find on the
industry’s leading online resource
for news and information on the
critical communications industry.

Advances in P25: Standards |
Interoperability | Security

Latest Opinions

Latest eBooks

By Bill Campbell,
Senior Vice President, Hexagon
When an emergency situation
strikes, it is crucial that those
responding have
access to the
most reliable, resilient and up-todate technology. However, the
majority of America’s 9-1-1 centers
are still operating with decades-old
technology. It is clear that the United States’ 9-1-1 system is long
overdue for a major upgrade.

This ebook is
intended to
provide you
with everything you need
to know about
the P25 standard. The
ebook covers
P25 benefits
and capabilities, testing and compliance, encryption and security,
funding for P25 projects, use cases
and LMR-to-LTE interworking. This
ebook is a great resource for those
already operating a P25 system and
those looking to deploy a system.

Improving Coverage,
Situational Awareness for
Disaster Response

By Marcus Claycomb, Business
Development
Manager,
Panasonic
As disasters
increase in frequency and
severity, strong
communications in impacted
areas are critical. Situational
awareness and clear communications can make the difference
between success or failure. Marcus Claycomb looks at some of the
challenges facing first responder
in the field and ways to address
those challenges.

In addition to breaking
news, viewpoints and
in-depth articles, you
will find webinars and
white papers in the
eLearning Center, vital
industry links, featured
products, events, job
listings and much more
on RRMediaGroup.com.
Advertise with us:
mshira@RRMediaGroup.com
dsabin@RRMediaGroup.com
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