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Addressing Challenges
Tradeshows are always an exciting time as the
industry comes together to network, explore
new technologies and discuss the communications challenges facing critical responders.
These responders currently face many challenges and obstacles, but new technologies continue to evolve to help address these issues.

That doesn’t mean these new technologies will
replace the critical LMR tools that first responders and other critical workers use on a daily basis. In fact, a recent report from
SAFECOM found that LMR and broadband technologies are likely
to co-exist for a long time. Find this news and more updates from
the last five months in Top News.

Speaking of LMR, the P25 standard is celebrating its 30th anniversary in September. The standard has evolved greatly throughout
its life span and continues to be a critical tool for first responders
around the country. P25 Steering Committee Chair James
Downes and Project 25 Interest Group Chairman (PTIG) Executive
Director Stephen Nichols look back at P25’s first 30 years, as well
as its future.

The issue also features a deep dive into the Third Generation
Partnership Project (3GPP) standard’s interworking function and
how it can enable LTE and LMR communications. Walt Magnussen of Texas A&M University also recaps this year’s Interoperability Institute. Industry consultant Andy Seybold takes a look at
LTE direct mode for mission-critical push to talk (MCPTT) and
examines why it is unlikely LTE direct mode will replace LMR
direct mode any time soon.
Meanwhile, the Enterprise Wireless Alliance’s (EWA) Mark Crosby
goes over the recent developments for the T-band spectrum following the end of the mandate to auction. On the broadband
side, the First Responder Network Authority (FirstNet Authority)
highlights recent efforts to enable remote dispatch capabilities,
and Verizon looks at how deployables can help in disaster
response. Finally, we have an exploration of how technology can
help improve and further public-private partnerships.

Thank you to all of our authors and our advertisers who made
this issue possible. We hope you enjoy this issue. If you’re attending the APCO show in Anaheim, please stop by booth 1003 to visit
and pick up the print edition of this magazine.
g

Danny Ramey
Ramey, Editor
dramey@RRMediaGroup.com
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TOP NEWS
TECHNOLOGY

SAFECOM Report Says LTE Unlikely to Replace LMR in Future,
Systems Expected to Merge

A new white paper from SAFECOM and the National Council of
Statewide Interoperability Coordinators (NCSWIC) found that LTE is
unlikely to replace LMR in the near
future. Instead, the report said, the
two technologies are likely to merge.
For almost a century, radios have
been the primary means of communication within the public-safety
community, linking personnel to
their dispatchers and each other.
Since the advent of P25 more than
30 years ago, LMR systems have
become interoperable and acquired
a long list of enhanced features and
capabilities. While designed primarily for group and individual voice
services, LMR systems today offer
end-to-end encryption and lowspeed, non-broadband data applications for location services, over-theair rekeying (OTAR), and limited data
exchange.
The joint SAFECOM/NCSWIC P25
User Needs Working Group
(UNWG) developed the “Land
Mobile Radio (LMR)/Long Term Evolution (LTE) Integration: Best Practices” white paper to share a snapshot of best practices and integration use cases identified by a variety
of public-safety members across
the country during interviews conducted by P25 UNWG members and
supported by CISA.
The document explores early
LMR/LTE integration efforts at the
state and local levels. Gathered
8

through interviews with public-safety practitioners who are pioneering
LMR/LTE integration, the document
aims to demonstrate the potential of
these efforts and presents some of
the lessons these agencies have
learned along the way. The white
paper found it is unlikely that LTE will
replace LMR in the foreseeable
future; rather, LMR and LTE technologies will likely merge. Service
providers and vendors are already
offering gateways and software that
can integrate the two, and publicsafety agencies across the United
States are implementing these
solutions to enhance their operational efficiency.
Find the report at https://www.
cisa.gov/sites/default/files/video/saf
ecom_ncswic_lmr_lte_best_practices_22_0502_final_508c.pdf.

Court Unseals Criminal Complaint Against 7 Accused of
Stealing Motorola Trade
Secrets

The U.S. District Court for the
Northern District of Illinois unsealed
a criminal complaint against seven
individuals accused of stealing trade
secrets from Motorola Solutions.
The criminal complaint was filed
against Gee Siong Kok, Yih Tzye Kok,
Samuel Chia Han Siong, Phaik Ee
Ooi, Wong Kiat Hoe, Yu Kok Hoong
and Chua Siew Wei. All seven are
charged with conspiracy to steal
trade secrets.
The criminal complaint is part of a
larger indictment that the U.S.
Department of Justice (DoJ) unsealed
against Hytera Communications in
February. That indictment included
21 counts against Hytera and individuals. One count in that larger indictment charged Hytera with stealing
Motorola trade secrets and the rest
of the counts charged the defen-
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dants with knowingly possessing or
attempting to possess different
Motorola trade secrets.
The criminal complaint was filed
by FBI Special Agent Damien Colon
and was approved by U.S. Magistrate Judge Heather McShain. The
document does not specifically
name Motorola or Hytera in its narrative but the events line up with
events described in a theft of trade
secrets lawsuit Motorola filed
against Hytera in the same district
court in 2017. Three of the seven
individuals — G.S. Kok, Chia and Y.T.
Kok — from the complaint were also
named in Motorola’s lawsuit.
In 2020, a jury for the U.S. District
Court of the Northern District of Illinois determined that Hytera had
stolen Motorola trade secrets
and awarded it $764.6 million in
damages.
The complaint alleged that the
efforts to steal Motorola’s trade
secrets extended from June 2007 to
November 2019. The document
alleges that all seven individuals
worked for Motorola Solutions at
one point and were then recruited to
work at Hytera.
The document alleges that each
of the employees “received significant raises and stock options worth
several times their final salaries” at
Motorola. Before leaving, the
employees who were recruited to
Hytera accessed thousands of documents, including trade secrets, the
complaint said.
In the complaint, Colon referenced emails between some of the
individuals that showed them discussing taking documents from
Motorola to bring to Hytera. Colon
also noted that during Motorola’s
lawsuit against Hytera, source code
files and “hundreds of thousands of
lines” of source code were found on
www.MCCmag. c o m
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Hytera computers.
According to the complaint, each of
the employees left Motorola around
2007 or 2008 and then began to work
with Hytera at that time. The document alleges that some of the seven
named individuals did not tell Motorola they were moving to Hytera.
The complaint noted that all seven
individuals were required by Motorola
to sign confidentiality agreements at
the time they were hired and signed
non-disclosure agreements (NDAs)
when leaving Motorola.

AT&T, L3Harris Connect Florida
SLERS, FirstNet Networks

L3Harris Technologies partnered
with FirstNet, Built with AT&T to connect the FirstNet network with Florida’s Statewide Law Enforcement
Radio System (SLERS) P25 network.
The connection between the two networks is made by leveraging L3Harris’
BeOn mobile application.

w w w. M C C m a g . c o m

“This partnership with the state of
Florida and FirstNet provides Florida’s
first responders with the most technologically advanced communications
system available,” said Nino DiCosmo,
president, public safety and professional communications, L3Harris.
“This first-of-its-kind deployment of
FirstNet will help connect first responders across the state with reliable,
modern communications tools needed to stay mission ready and perform
at their best.”
Florida emergency personnel will
now have interoperable access to
both P25 LMR and LTE-based FirstNet
technologies. Additionally, Florida
public-safety personnel can now complement mission-critical agency communications; free-up LMR capacity by
moving non-essential communications to FirstNet; and allow team
members who travel outside the
SLERS footprint to stay connected
across the country.

Portable and mobile radios that
L3Harris delivered to SLERS users at
the end of the fourth quarter of 2021
had FirstNet subscriber identity
modules (SIM) built in that allow
access to the FirstNet network, Keith
Gaston, account management lead
for L3Harris said. “As America’s public-safety partner, FirstNet is helping
solve long-standing communications
challenges,” said Jason Porter, President, Public Sector and FirstNet,
AT&T. “This initiative provides Florida’s first responders with missiontrusted interoperable communications and furthers their situational
awareness with rich information
from diverse sources. And, while
commercial networks remain available to public safety, we continue to
see FirstNet grow, both in Florida
and across the country, because it
offers distinct advantages from
those commercial offerings.”
L3Harris has managed and operat-
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ed SLERS for the last 20 years. Last
year, the Florida legislature
approved and funded a $451 million
contract renewal for the Florida
Department of Management Services (DMS) to purchase new L3Harris
radios and upgrade its system to P25
Phase 2 technology.

FCC Begins Inquiry into
Improving Receiver Performance, Including Potential
Requirements

The FCC voted to open a proceeding to explore options for promoting improvements in RF receiver performance, including through
use of incentives, industry-led voluntary approaches, commission
policy and guidance, or regulatory
requirements.
While FCC spectrum management
efforts often have focused on transmitter regulations, the notice of
inquiry (NOI) adopted at the com-
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mission’s April 21 meeting will take a
fresh look at the role of receivers
and how improved receiver performance can promote more efficient
spectrum use and enable valuable
new services to be introduced that
will benefit the American public.
Wireless communications require
RF systems to transmit and receive
radio signals, making both transmitters and receivers vital for enabling
innovative and efficient spectrum
use. The new proceeding will support commission efforts to gather
up-to-date information on receiver
performance, advances in receiver
technologies, and various approaches for promoting development and
adoption of more interferenceresilient receivers while fostering
innovation in the marketplace. It also
seeks comment on the commission’s legal authority for various
approaches it could consider. The
commission’s goal in the proceeding
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is to lay the foundation for future
actions that could help create a
more transparent and predictable
radio frequency environment for all
spectrum users.
Forward-facing spectrum management necessitates that the commission continuously evaluate ways
to promote more efficient spectrum
use in the public interest. As use
across the radio spectrum becomes
more intensive, and services are
packed more closely together, commission spectrum management policies must consider potential efficiencies across all aspects of wireless
systems, including both transmitters
and receivers.
The NOI will generate a record
that will help guide the commission
in its role to facilitate new opportunities for use of the nation’s spectrum resources. While the commission has long relied on rules establishing particular transmitter

www.MCCmag .c om
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requirements to promote spectrum
efficiency and more intensive use,
receiver performance also significantly affects the commission’s ability to introduce new services in the
same or nearby frequency bands. In
particular, receivers without sufficient interference immunity performance can diminish opportunities for innovative spectrum uses
that drive economic growth, competition, security, and innovation.

resiliency, and give public-safety the
ability to deploy this service where
and when they need it the most.”
The FirstNet Authority Board
passed Resolution 113 “Network
Investments” at the quarterly board
meeting. The resolution directs the
FirstNet Authority to issue a task
order to network contractor, AT&T,
to make an indoor-coverage enhanc-

ing service, a radio access network
(RAN) extension, available to primary
FirstNet subscribing agencies.
This service would enable
stronger in-building access to the
network, including mission-critical
services and priority and pre-emption. Users will have the capability to
deploy small-cell technology where
and when they need it to enhance

FirstNet Authority Board
Approves Investment to
Improve In-Building Coverage

During its quarterly meeting May
4, the First Responder Network
Authority (FirstNet Authority)
approved reinvestment into the
FirstNet network that will help
improve indoor coverage for first
responders.
At the meeting in New Hampshire, the board approved an investment to expand services for network
coverage via small-cell technologies.
The investment aims to increase
FirstNet coverage where public-safety agencies operate indoors, such as
police headquarters, fire stations,
emergency communication centers
(ECCs), and other critical sites and
field locations.
The FirstNet Authority conducted
robust engagement and market
research with the public-safety community, including its Public Safety
Advisory Committee (PSAC), to
develop the investment and inform
the board’s action.
“Public safety is at the center of
our investment process — the FirstNet Authority is laser focused on
making sure the network continues
to provide the communications they
need for their mission,” said FirstNet
Authority Board Chair Steve Benjamin. “Through our dialogue with
public safety, they point to in-building coverage as a top priority for
FirstNet. With this investment, we
will enhance indoor coverage, provide an additional layer of network
w w w. M C C m a g . c o m
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Band 14 coverage for in-building
locations where they operate, including temporary field locations.
“The FirstNet Authority has a
strong partnership with public safety
so we can make investments that
advance the network to benefit their
operations,” said FirstNet Authority
CEO Ed Parkinson. “In-building coverage routinely tops the list of their
desired improvements for FirstNet,
so we are thrilled to be investing in a
service that will help public safety
deploy more localized and focused
coverage solutions.”
The investment follows previous
investments by the FirstNet Authority to increase network coverage by
expanding the FirstNet’s fleet of
deployables and for initial generational upgrades to the network core
for 5G capabilities.
The FirstNet Authority’s investments are made possible through a
sustainable business model that
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enables the organization to continually improve and advance the network. The investments align with the
FirstNet Authority’s road map, which
outlines the key priorities and activities for advancing and evolving the
network beyond current contractual
commitments. In addition, the FirstNet Authority established a set of
investment principles to further
guide the decision-making process
for network investment.

FCC Begins Accepting Applications for 800 MHz Interstitial
Channels

The FCC’s Public Safety and
Homeland Security and Wireless
Telecommunications bureaus began
accepting licenses for interstitial
channels in the 800 MHz mid-band
spectrum July 7.
In October 2018, the FCC released
a report and order that updated its
Part 90 rules to provide new spec-
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trum capacity and eliminate unnecessary restrictions in private LMR
services. That report and order created 318 new interstitial channels in
the 800 MHz mid-band spectrum to
help address increased spectrum
demand from public safety and
other PLMR users.
The FCC said that the new interstitial channels allow licensees to take
advantage of the increased availability of equipment that uses bandwidths narrower than 25 kilohertz,
which has been historically the standard in the 800 MHz band.
The bureaus were not able to
begin accepting applications for the
channels until the application freeze
in the 800 MHz band was lifted. That
freeze was imposed as part of 800
MHz rebanding and was lifted last
year after rebanding was considered
complete last year.
On July 7, commission-certified
frequency coordinators could begin

www.MCCmag .c om
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filing applications for eligible applicants for the interstitial channels.
Additionally, all applications filed for
the channels must comply with contour overlap provisions detailed in
the FCC’s rules. Geographic separation between fixed stations operating on adjacent channels in the 800
MHz mid-band spectrum is based on
a lack of contour overlap. Applications for the channels will be subject
to both forward and reciprocal contour analysis.

FCC Launches Proceeding
to Look at Improving 9-1-1
Call Routing

The FCC launched an examination
into the state of technology that can
more precisely route wireless 9-1-1
calls to the proper 9-1-1 call center,
which could result in faster response
times during emergencies.
Wireless 9-1-1 calls are typically
routed to 9-1-1 call centers based on
the location of the cell tower that
handles the call. But in some cases
— for example, if a 9-1-1 call is made
near a county or a city border — the
nearest cell tower may be in a
neighboring jurisdiction. In these
cases, the call is routed to a 9-1-1 call
center in that neighboring jurisdiction, not the call center that serves
the caller’s location. These wireless
9-1-1 calls must then be re-routed to
the proper 9-1-1 call center, which
can waste valuable time and
resources during emergencies.
In 2018, the commission issued a
notice of inquiry (NOI) that sought
comment on the feasibility of routing 9-1-1 calls based on the location
of the caller as opposed to the location of the cell tower that handles
that call. Since then, there have been
several publicly announced advancements in location-based routing
technology and some implementation of location-based routing on
wireless networks.
In a public notice, the commission
is seeking updated information on
improvements to and implementa-
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tion of location-based routing technologies; the frequency of misrouted
wireless 9-1-1 calls; operations or
industry standards to address the
problem of misroutes; the feasibility
of using location-based routing technologies for text to 9-1-1; information on any interdependencies of
location-based routing and nextgeneration 9-1-1 in order to optimize
emergency response; and how the
commission can facilitate improvements to wireless 9-1-1 call routing.

NWCC Offers Support of
Petition to Stay Unlicensed
6 GHz Use

The National Wireless Communications Council (NWCC) filed a letter
with the FCC expressing support for
requests for reconsideration and
stay of 6 GHz unlicensed use.
The petitions ask for new rules for
6 GHz low-power indoor (LPI)
devices, further testing of standardpower devices and a stay on equipment certification of those devices.
“The joint petition reflects new
information on the record regarding
the results of real-world testing of
commercially available 6 GHz
devices that calls into question
assumptions in the 6 GHz report
and order regarding the threat of
interference to fixed incumbents,
including public safety, utilities and
numerous other entities, from both
LPI and standard power devices,”
the NWCC filing said.
NWCC said it agreed with the petitions that should interference occur,
it would be difficult to trace and mitigate against it, which could interrupt
critical communications and threaten public health and safety.
“As the joint petition points out,
with essential services at stake, the
Commission should not rely solely
on models and Monte Carlo simulations,” the NWCC’s letter said.
“Accordingly, the commission
should conduct independent, realworld tests of devices to determine
the extent to which new rules are

S u m m e r / Fa l l 2 0 2 2 MissionCritical Communications

needed to prevent unlicensed
devices from causing harmful interference to incumbent licensees.”
NWCC also said it agreed with the
petitions that the FCC needs to clarify what obligation automatic frequency coordination (AFC) systems
have to protect incumbents and correct interference.
“At the time the joint petition was
filed, details of the AFC testing
process had not yet been provided,
including specific information
regarding the parameters of AFC
functionality,” the NWCC’s letter
said. “This lack of clarity remains,
despite AFC system operators providing initial proposals and answering subsequent questions from the
Office of Engineering and Technology. Therefore, clarification is needed
from the commission regarding the
parameters and the process for AFC
system authorization to ensure that
AFC systems are effective at preventing interference to licensed
microwave systems.”
The NWCC’s letter also expressed
concern about costs that incumbents in the band might incur.
“Accordingly, the commission
should develop a mechanism by
which incumbent licensees will be
able to recover the costs of monitoring and reporting on interference
resulting from unlicensed use of the
6 GHz band,” the letter said. “Given
that hundreds of millions of 6 GHz
LPI devices are expected to be in use
this year, and there will be no way to
quickly shut down these devices if
they do in fact cause harmful interference to these vital fixed communications links, it is necessary for the
commission to revisit the 6 GHz rules
to ensure unlicensed 6 GHz devices
will not cause harmful interference
to licensed microwave systems.
NWCC requests expedient action by
the commission on the pending stay
request and joint petition.”

www.MCCmag .c om

Supply Chain Update
2022 MCC Reader Survey

T

This past February, when we sent out our State of
the Industry survey, we included some questions on
supply chain issues. The results appeared in the
March special edition of MissionCritical Communications magazine.

By Paulla-Nelson Shira, Publisher

Since March 2022, have supply chain issues improved
or worsened for your company/organization compared to
prior months?
Supply Chain Issues Improved 8.9%

Since March, we received more queries from a variety of people in the industry regarding this same
topic, so we decided to conduct a follow-up snapshot
survey on supply chain issues for this special edition
– 539 readers responded.
In a nutshell, if you have run into more supply chain
problems, you are not alone. Our results show that
51.7% of all respondents feel supply chain issues
have gotten worse since March of this year. Only
8.9% of readers said that supply chain issues have
improved.
The sector hit hardest is critical infrastructure with
66.7% responding that supply chain issues have
worsened. And understandably so, with 94.1% saying they experienced delays in product availability.

No Change 39.7%
Supply Chain Issues are Worse 51.7%
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How have supply chain issues impacted your
communications system plans or business?
Increase in Product Costs 68.7%
Product Availability Delayed 83.0%

The distribution sector has also been severely affected, 75.4% responded that sales were negatively
impacted, and 90.7% of dealers/reps/distributors
encountered product availability delays, in some
cases more than a year.

Some Products No Longer Avail. 42.2%
Changed Vendors 15.3%

Across the board, the critical communications
industry is experiencing system upgrade delays,
price increases, problems finding products to maintain their systems, and many are having a hard
time planning for the future. Please see the graphs
to the right.

Changed Te
T chnologies 5.3%
System Upgrade Delayed 40.1%
Inability to Plan for the Future 25.2%

Many economists feel it will take a while for the supply chain to balance. Based on current global conditions, with COVID continuing to mutate, the semiconductor shortage, high inflation, high gas prices, and
geopolitical risks, it is important to remain adaptable
and resilient. I believe our industry may face a paradigm shift. Quoting an ancient proverb: “Only three
things in life are certain: birth, death and change,”
and, for the foreseeable future, broadband.

Negatively Impacted Sales 31.1%
Positively Impacted Sales 3.0%
There Was No Change 5.9%
Other 5.0%

0
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30 Years of Project 25

Transcending Boundaries,
Enabling Interoperability
P25 has become a critical tool in its first 30 years and will
continue to evolve.
By James Downes and Stephen Nichols

F

Federal, state, local, tribal, and
territorial agencies continue to
embrace Project 25 (P25) as the
de facto American National Standards Institute’s accredited technical standards for LMR communications interoperability. Thirty
years ago, P25 began as a user
requirements-driven standards
development process and
remains that way today. P25 has
enabled nationwide holistic interoperability for mutual aid that led
to preprogrammed channels,

16

common infrastructure, flexible
subscriber units (SUs) and talkgroup naming conventions — forever changing the effectiveness
of field response and operations
for public-safety first responders.

The continuing objective of P25 is
to provide critical communications capabilities while enabling
comprehensive interoperability
between public-safety responders
to achieve enhanced coordination, timely response, and effi-
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cient and effective use of communications resources.

Today, P25 continues to transcend boundaries to enable comprehensive operability and interoperability for the public-safety
community. The availability of
public-safety applications and
services from commercial carriers
supporting LTE and emerging 5G
technology presents additional
opportunities for P25 interoperability. The development of the

www.MCCmag .c om

LMR/LTE interworking function
(IWF) is continuing, and the
Alliance for Telecommunication
Industry Solutions (ATIS)/
Telecommunications Industry
Association (TIA) Joint LMR and
LTE working group indicates that
the resulting technical standards
will embrace the existing P25
Inter-RF Subsystem Interface
(ISSI) standards and capabilities
as the foundation of the new
IWF capabilities.

P25 System Spotlight:
Michigan’s Story

Following the successful implementations of P25 conventional
systems by several federal agencies, Michigan began operation of
the first P25 statewide network in
1995 and continues to maintain
18

and expand the system’s availability today. Michigan’s
Statewide Interoperability Coordinator (SWIC) Bradley Stoddard
explains: “We worked with the
Governor’s office and legislative
office to embrace and fund a
statewide system. The largest single procurement award in the
state of Michigan built this system for 83 counties to operate as
one interoperable system.” P25
has enabled the easy addition of
new users to Michigan’s
statewide network with over
120,000 subscriber units (SUs)
communicating seamlessly across
the state today.
While a handful of Michigan’s
counties are using their own systems, many have existing interop-
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erability with and plan to join the
statewide system to realize available cost savings. Considering the
future of P25 in Michigan, Stoddard said, “Michigan is also connected with neighboring state systems as mutual aid doesn’t end at
the border. You have a means to
extend and coordinate responses
across state lines due to the P25
standards-based system.” Stoddard expects that all states within
Federal Emergency Management
Agency (FEMA) Region V will be
connected to enable SU roaming
beyond state borders in the near
term. “Our statewide system will
not go away, and it has proven
reliability through planned and
unplanned events. Michigan will
continue to invest dollars and people into its robust P25 system.”
www.MCCmag .c om

Why have so many public-safety departments and
agencies throughout the country chosen P25?

Ongoing Growth of P25

• The P25 ISSI permits roaming to a neighboring
system while maintaining home system contact.
This interface also supports the connection of
non-P25 technologies such as cellular push to
talk. ISSI enables the interconnection of radio
frequency (RF) subsystems. This allows publicsafety agencies to link their networks together
to create a “system of systems” architecture
expanding coverage and interoperability.

• P25 direct connections using the P25 Common
Air Interface offer reliable “radio-to-radio”
communications when infrastructure is
unavailable or overwhelmed.

• P25 standards enable communications
between neighboring jurisdictions during a
common incident, special event, or vehicle pursuit and enables outside agencies to respond
during mutual or automatic aid incidents.

• P25 radios can be programmed with national,
statewide, regionwide and local mutual aid
interoperability talkgroups for use in emergency and disaster incidents. As P25 standardsbased systems have been implemented
throughout the U.S. and around the world,
many public-safety agencies have sought to
connect their systems with neighboring or
other contiguous, wide-area systems to enable
more effective interoperable communications
for mutual aid operations, or simply to expand
their own coverage while avoiding additional
capital costs.

• P25 technology provides comprehensive and
robust
security
services to
secure
voice and
data transactions. P25
embraces
the encryption algorithm
endorsed
by the
National
Institute of
Standards

w w w. M C C m a g . c o m
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and Technology (NIST)
for the Advanced Encryption Standard (AES). P25
AES encryption is facilitated through secure key
management facilities,
and available over-the-air
rekeying reduces time
and complexity of periodic encryption key
changes. P25 also provides link layer authentication to further identify,
validate and secure SUs
and the system infrastructure. The coming
addition of link layer
encryption (LLE) will further enhance encryption
and security of the control channel messages
upon the completion of
the technical standards
and manufacturers’ production of LLE products.

20
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tems that will form several of the
largest regionalized interoperable systems in the nation. P25 is
also the recommended technology of choice for public-safety
emergency communications
interoperability in the Fiscal Year
2022 SAFECOM Guidance on
Emergency Communications
Grants and the National Emergency Communications Plan. n

James Downes is the federal–international emergency communications
branch chief for the Cybersecurity and
Infrastructure Security Agency (CISA)
and chair of the Project 25 Steering
Committee. Stephen Nichols is the executive director of the Project 25 Technology Interest Group (PTIG). He has led
the organization for the last eight years
and has more than 30 years of experience in the land mobile and publicsafety radio industries in various product development, marketing and business development positions.

The reliability and interoperability
of P25 technology has also been
adopted worldwide. Currently,
P25 technology has been implemented in 80 countries, and this
number is growing.

The Future of P25:
What’s Next?

As technology evolves, so does
P25. The technical standards
continue to be updated and
upgraded as users find and
develop new requirements and
improvements to address challenges. As the standards have
matured, the user community
has embraced P25 equipment as
the cost-effective critical communications solution. The
public-safety community realizes
P25’s value in providing secure,
highly available, scalable, and
shareable critical communications solutions built for the
public-safety environment. P25
provides effective cost containment/avoidance, enhanced spectrum efficiency, and operational
benefits of multi-jurisdictional,
regional, and shared system of
systems environments.
Substantial regional networks
are commonplace, with several
larger than some current
statewide systems. For example,
California and Texas are implementing cloud-based P25 technologies that facilitate connections of multiple individual sys-
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2022
Interoperability
Institute:
Overcoming
Barriers
The event brought together
industry and first responders
to address communications
challenges
By Walt Magnussen, Jr.

Second only to cybersecurity among publicsafety technology concerns, interoperability is drawing major attention and investment for emergency communications. The
Department of Defense (DoD), Department
of Homeland Security (DHS), Department
of Transportation (DoT) and Department of
Energy (DoE) all have significant research,
development and test efforts underway
addressing interoperability and representing several billion dollars in investment.

Photos courtesy Texas A&M University

S

To understand the scope of the interoperability challenge for emergency communications, it’s useful to compare the challenge to related industries. For example, in
the network industry, interoperability
requires that my computer communicate
with my switch, which will communicate
with my router, which will in turn communicate with the Internet. Similarly, in the cellular industry, interoperability requires that
my LTE core communicate with your radio
access network (RAN) which will communicate with my smartphone. In public safety,
interoperability is more complex because
you and I may report to different agencies
www.MCCmag. c o m

demonstrated the video portion
of the Phase 1 POC.

• Collaboration (messaging)
tools: With public-safety agencies depending upon a diverse
set of messaging tools such as
Teams, Bridge4PS, Slack, Matrix
and others, there is a need to
send urgent alerts to all responders collaborating on a joint
response. This is an ongoing
effort with the 2022 institute
focusing on using the Bridge4PS
application to validate the need.

and be on different networks, yet
we have situational awareness
information that we need to
share. Many of the unresolved
interoperability issues in the
public-safety space are as much
related to the application space
as to the network space.

For the past 10 years, the Texas
A&M University Internet2 Technology Evaluation Center (ITEC)
has been hosting the Interoperability Institute (formerly the Winter Institute). While the format
has evolved over the years, the
focus has remained on issues at
the forefront of communications
between first responders and
across response agencies.

This year’s institute was held May
2-6 and planning for the event
began about six months prior.
During the first half week of the
institute, about 100 national
thought leaders gathered for the
workshop to discuss problems,
current solutions being considered, and the path forward for
the following year. During the
second half of the week, we took
on a full-scale communications
exercise, putting new technologies into the hands of first
responders for demonstration,
evaluation and validation. The
issues to be discussed each year
24

are determined by the institute
steering committee during the six
months prior to the event. These
issues drive the themes for the
institute for each year. The 2022
themes were:

• Next generation 9-1-1 (NG 9-1-1)
to public-safety broadband network (PSBN) interconnection:
With NG 9-1-1 networks beginning to be installed across the
United States and PSBN use
becoming the norm, we need to
understand how to interconnect
these two networks. The promise of citizens being able to convey situational awareness information in the form of voice,
video and data to first responders depends upon this interconnection. This year, the institute established such an interconnection between the ITEC
NG 9-1-1 network and the ITEC
PSBN network.

• Information sharing framework
(ISF): The lack of standards for
CAD systems to be able to share
information with adjacent jurisdictions has led the DHS to act.
DHS established the SAFECOM
advisory committee to develop
the ISF and now the DHS is
funding a set of proof of concept (POC) projects to validate
the ISF. The 2022 institute event
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• Mission-critical push to talk
(MCPTT): This application is very
early in its adoption by public
safety, but there is little doubt
that it will grow in popularity
over the next several years.
Today all three major PSBN
providers have at least one
MCPTT offering, and while there
is a proposed method of interconnecting these systems, it is
expensive and not widely accepted. The 2022 event began to
evaluate alternative methods of
providing this interconnection.

• Identity credential and access
management (ICAM). Large
scale disasters that involve multijurisdictional response make it
critical that you know whom you
are sharing information with
and what that person’s role is.
To fill this void, DHS has been
working with the Georgia Tech
Research Institute (GTRI) Texas
Department of Public Safety
(DPS), the ITEC and others to
roll out a federated ICAM architecture through what is called
the TrustMark. The 2022 Interoperability Institute established
the services required to demonstrate ICAM to first responders.

• Uncrewed aerial vehicle (UAV)
information sharing: All PSBNs
are currently designed as an
overlay on the commercial network. While these networks do

www.MCCmag .c om

provide prioritization of the traffic, the issue remains that they
are optimized for commercial
usage and as such, are typically
designed for high throughput
for download traffic and a lesser
amount for upload traffic.
Today’s disaster response UAV
data is no longer just compressed surveillance video; it
now is mostly made up of huge
geographic information system
(GIS) data sets. This GIS data
often has to be post processed
before it becomes useful. Experience has shown that this
process can take at least fourto-six hours to several days for
cloud-based processes when
delivered over the uplink of any
wireless network. During the
2022 institute we began to
explore and demonstrate alternatives for processing and delivering the data to the incident
command center when and
where it is needed.

w w w. M C C m a g . c o m

While the format has

evolved over the years,

the focus has remained
on issues at the forefront of communications between first

responders and across
response agencies.

The hope is that each

year’s institute increases awareness and

brings us closer to
interoperability.

The determination of these six
themes was made by the institute
planning team, comprised of
public-safety personnel from the

Texas DPS; the Texas Army
National Guard; the Texas Division of Emergency Management;
Harris County, Texas; Brazos
County, Texas; TAMU Police; the
American Red Cross; Federal
Emergency Management Administration (FEMA) Texas Task Force
1; and the First Responder Network Authority (FirstNet) Authority. Discussions were facilitated by
ITEC and GTRI personnel.

Broadened Themes and
Participation

The 2022 Interoperability Institute
Workshop consisted of sessions
that covered the six themes plus
three keynote presentations. The
keynotes were delivered by Billy
Bob Brown Jr., executive assistant
director for emergency communications within the Cybersecurity
and Infrastructure Security
Agency (CISA); Philip La Perla,
division chief, Defense Information Systems Agency (DISA); and
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Retired Admiral David Simpson,
former FCC Public Safety Bureau
Chief. Theme sessions were presented by subject matter experts
from TAMU, GTRI, DHS, the
National Emergency Number
Association (NENA), Texas DPS
and others. Sessions were attended by up to 100 individuals from
industry, service providers, federal agencies, state agencies, local
agencies and academia. The full
agenda and all the session notes
can be found on the ITEC website
at ITEC.TAMU.EDU/interop22. A
video showing highlights from
the Institute can also be found at
the link.

The exercise began on Wednesday afternoon, kicking off a series
of three distinct scenarios.
Wednesday afternoon, we ran a
hurricane exercise with loss of
commercial communications. On
Thursday, we focused on a more
complex active shooter scenario,
repeating the exercise twice with
adjustments between the two
runs. Friday, we ran a local flood
event scenario with teams operating at both Disaster City and the
RELLIS campus. Each exercise
began with a one hour briefing
followed by approximately two
hours of field work, and finally a
one-hour hotwash. During the
briefing, first responders were
given the high-level description of
the scenario that was about to
take place and were taught how
to use the technology that would
be introduced to the first responders. Each exercise was driven by
a master event scenario list
(MESL) that documented the taskings and injects that would be
requested by incident command.
Each of the three scenarios featured two of the themes but
could incorporate technology
from any of the six themes.
The scenarios selected for the
2022 Interoperability Institute
were:
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• Hurricane causing a complete
network outage: This took place
at Disaster City. It involved incident command staff and drone
video teams performing disaster assessments. Technology
focus was on interjurisdictional
messaging and video sharing.

• Active Shooter: This took place
in the movie theater building of
Disaster City. It involved the College Station and DPS SWAT
teams as well as the American
Red Cross, who provided canteen for the scenario players,
and featured NG 9-1-1 to PSBN
interconnection, MCPTT and
drone video sharing.

• Flooding: This scenario took
place at the RELLIS campus near
the Brazos River. It involved the
UAV flying teams and featured
drone video sharing and interjurisdictional messaging.
This year we were honored to
host the Center for Robot-Assisted Search and Rescue (CRASAR),
the world leader in robotics for
disasters, who partnered with
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Women and Drones (WAD) for
four days of drone pilot training. The purpose was to introduce
female pilots to the missions,
skills and regulations applicable
to different types of disasters and
enable them to work with local
agencies. Drones have become
the biggest consumer/producer
of bandwidth and thus important
for FirstNet and other providers
to understand their role in emergency response. WAD is the leading membership organization
dedicated to driving excellence in
uncrewed aircraft systems (UAS)
and Advanced Air Mobility (AAM)
industry by advocating for female
participation in this dynamic segment of the global economy.
WAD partners with companies
committed to an inclusive culture where women can thrive.
WAD educational programs range
from kindergarten to career in
efforts to balance the gender
equation in the industry now, as
well as for the future of flight.

Taking on the Network
Challenge

The network denied portion of
www.MCCmag .c om

the exercises involved the service providers making deployable
systems available to support the
exercise. We are very impressed
with the generous support and
participation of AT&T, Verizon
and T-Mobile in response to our
requests. This part of the exercise resulted in significant lessons learned from using these
deployables. The most valuable
portion of the exercise is the
service providers gaining better
understanding of the requirements of the first responders
and the first responders better
understanding how to work
within the operational boundaries of the technology. At the
end of the day, interoperability
can only be made possible with
the service providers working
together. The difference
between commercial services
and PSBNs lies in the provisioning of priority services. Since
applications operate end to end,
this prioritization will need to be
provisioned across service
provider boundaries. This does
not require core-to-core connections, but it does require managed interconnection agreements at the service boundaries.

It has been our goal since the
inception of this event to keep the
cost of the event as low as possible. The funding for the Interoperability Institute comes from
three sources: industry sponsors,
workshop attendees and
grants/projects that include a validation function that is done as a
part Institute. The 2022 sponsors
were Verizon Wireless, our gold
sponsor; Wi-Fiber who provided a

silver level sponsorship; and
three bronze sponsors: AT&T
FirstNet, T-Mobile, and Airbus.

One of the highlights of the Institute is a social networking event
that this year was hosted by WiFiber. This year, the event was
once again held at the historic Ice
House on Main in downtown
Bryan, Texas. At this event participants got the opportunity to

One of the functions of the ITEC is
to provide a process for industry
to validate and develop their
technology through either lab
testing/development or exercises
with first responders. To support
this function, the 2022 event had
a first which was to support a
technology showcase. In this
area, industry was allowed to
bring in technology that may or
may not be related to one of the
themes or scenarios. The showcase was in the back of the room
that held the workshop and exercise briefings and allowed government decision-makers and
first responders the opportunity
to interact with the industry
representatives.

w w w. M C C m a g . c o m
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spend an evening with industry
leaders, first responders, federal
agency employees, service
providers and academic leaders
to freely discuss whatever was on
their minds. During this event we
were honored to present the 2022
Parachute Packer Award to Josh
Glover from Harris County. This
award is presented each year to
the one person who contributed
well beyond expectations in the
planning of the Institute.

The concept of the institute is that
a theme remains in the mix until
that issue is no longer a significant impediment to interoperability. The hope is that each year’s
institute increases awareness and
brings us closer to interoperability. Toward that goal of increasing
awareness, MissionCritical Communications has generously
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One of the functions

of the ITEC is to provide a process for

industry to validate
and develop their

technology through
either lab testing/

development or exercises with first

responders.

agreed to feature a more indepth article on each of the 2022
Interoperability Institute themes
in the coming months so be on
the lookout for those.

found at tec.tamu.edu/interop22.
The 2023 Institute is scheduled
for May 1-5, 2023 and more information about the event will be
posted at itec.tamu.edu/interoperabilityinstitute. If you have any
questions about the Institute or
would like to find out how to get
involved, email us at
info@itec.tamu.edu n
Dr. Walt Magnussen, Jr. has been at
Texas A&M University (TAMU) for more
than 35 years in various networking
capacities. He is currently the director of
the Internet2 Technology Evaluation
Center (ITEC) where for the past 18
years, he has led its efforts for publicsafety communications testing and
research.

The 2022 Institute report can be
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Almost Home:
The T-Band Journey
A few rule changes
could be made, but much of
the work on the T-Band is now complete.
By Mark E. Crosby

I

It has been one heck of a ride for
incumbent T-Band licensees who
suffered the operational and
economic consequences of, first,
an application freeze where
expanding both spectrum capacity and geographic coverage
were prohibited, and, second,
when the freeze was eventually
lifted in 2021, the new challenge
of protecting TV stations that
had either gone dark or had
changed channels, thus not
requiring protection.
I do not want to dwell on it, but it
was difficult to offer an explanation to incumbent licensees why,
after waiting nearly 10 years for
Congressional common sense to
prevail, they now had to prepare
waivers to expand their opera-

w w w. M C C m a g . c o m

tions even when there was no
real TV station to protect. “But
they are not there” proved not to
be an effective basis for a waiver.
You had to go through the
process of preparing propagation
contours showing that the phantom TV station would be protected if it existed.
Of course, the obvious solution
was for the FCC to update its
database of TV stations to be protected. After much pleading by
the National Wireless Communications Council (NWCC), formerly
the Land Mobile Communications
Council (LMCC), and with the
assistance of personnel from the
chairwoman’s office and other
commissioner offices, as well as
commission staff from within the

Wireless Telecommunications,
Media, and Public Safety and
Homeland Security Bureaus, the
FCC announced on March 3 that
the list of TV stations to be protected was updated! This action
alone solved at least 75% of the
licensing encumbrances affecting
incumbent operations, and soon
thereafter, applications that had
been held up were now being
granted. Thirty-five TV stations
were removed from the T-Band
Protection List within nine of the
11 T-Band urbanized areas.

But there was another wild card
discovery during the above discussions. Somehow, someway
new, adjacent channel DTV stations had been authorized at locations in violation of the FCC’s own
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rules requiring distance separation from T-Band markets. We
have no explanation how this
happened, and I am not sure
there is any benefit in knowing
why, but, again, it is difficult to
explain to an incumbent applicant
why they need to protect a TV station that should not have been
authorized at its location. However, a solution to this situation has
been proposed by FCC:

“WTB proposes the following to
address the situation where an
incumbent’s licensed operations
were impacted by a short-spaced
adjacent channel TV facility through
no fault of their own. We will grant
a waiver on our own motion to the
extent necessary where an incumbent’s licensed facility was shortspaced by a TV station identified by
Media Bureau to allow an incumbent licensee to modify their technical parameters (ERP, antenna
height, etc.), relocate a licensed site,
add frequencies within the same TV

channel, or add sites within their
licensed contour on frequencies
within the currently licensed TV
channel. The request must include a
statement from the applicant or frequency coordinator indicating that
their operations were short spaced
by the adjacent channel TV facility
and should include the TV station’s
call sign. WTB will coordinate the
request with Media Bureau to
ensure that the short-spacing claim
is accurate, and that MB concurs
with the request. While not necessary, additional information such
as a contour study showing no
expansion of their licensed contour
may speed up the review and MB
coordination process.
This procedure applies only to
incumbent licensees that were
impacted by a short-spaced TV facility identified by the MB. New
requests by non-incumbents, and
any request by an incumbent that
proposes to operate within a new
TV channel where they are not cur-

rently authorized would require
that the applicant request a waiver
when the separation requirements
are not met.”

Although not perfect, this may be
a workable solution for incumbent licensees.

The FCC opened the band for new
applicants on April 4 and, as anticipated, there was no application
rush since virtually every square
mile of geography on all the
channels in all 11 urban areas is
covered by one or more incumbent contours. Except for narrowband channels that fall between
the 25 kHz wide channels, virtually every single piece of spectrum
is licensed. Until narrowband digital technologies are mandated or,
over time, become the technology
of choice, access to T-Band capacity will be limited.
This is one of the reasons why the
NWCC filed its petition with the

RadioResource
TM
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Stop by booth 1003 for your MCC print edition.
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FCC last year to modernize FCC
Part 90 rules to “reflect the television industry’s transition from
analog to digital format and the
resulting change in the protection
required from land mobile facilities. This technical reality is incorporated in Part 73 of the rules
governing television-to-television
station protection criteria.” Essentially land mobile and TV operations could potentially operate
within closer proximity without
causing harm to either. To be
clear, grant of this request does
not create an abundance of geographic opportunity, but every little bit is helpful.
But that’s not the end. On May
12, the National Association of
Broadcasters (NAB) suggested
that the Commission would be
wise to take no further action on
NWCC’s petition for fear of
increasing the potential for interference from TV stations to land

w w w. M C C m a g . c o m

mobile operations. NAB wanted
pre-emptive absolution for TV stations in that case. While perplexed by NAB’s filing, NWCC
responded stating that it “does
not expect the changes proposed
in the petition to result in additional cases of interference from
television stations to land mobile
operations. However, in the
unlikely event that interference
should occur, the NWCC is confident that the FCC will pursue its
normal course of determining
how to resolve the matter to
serve the public interest, without
prejudging where responsibility
lies as demanded by NAB.”
What’s left to do at T-Band now
that many of the hurdles are
behind us? It would be nice to
have the FCC move the NWCC
petition along to a notice of proposed rulemaking (NPRM). The
adoption of new rules may take
years, but the proposal makes

sense, probably even to NAB. It is
also time, after 50 years, to
update the rules governing TBand operations and licensing. If
you want proof that it was a different era, just look at the rules
governing the licensing of T-Band
systems. Mobile loading requirements, geographic exclusivity
based on a 40-mile separation
between transmitters? How are
mobiles, the least accurate indicator of spectrum usage, to be
assigned and counted within
trunking systems? Crazy. It is
near impossible to apply 1970
rules to todays’ technologies and
licensing requirements. But we
have made so much progress of
late, we should save a major overhaul of the T-Band rules for
another day. n
Mark Crosby is chief strategy officer for
the Enterprise Wireless Alliance (EWA).
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Off-Network PTT:
What’s Real Today and Into Tomorrow
Off-network communications remain critical into the future.
By Andrew M. Seybold, Sr.

P

Push-to-talk (PTT) one-to-one and one-to-many has
been vital to public-safety communications since
two-way public-safety radios were first used by the
public-safety community in the 1930s. PTT started
out as simplex and, over time, PTT was transmitted
through repeaters. As newer LMR technologies were
developed and deployed, PTT became the mainstay
of public-safety communications. Even with the
many LMR networks and new technologies, PTT, offnetwork, simplex, or one-to-one and one-to-many
are still vitally important to our first responders.
More times than not, when listening to a dispatch,
one will hear the assignment of a network channel
and at least one simplex channel. During wildfires, it
is not unusual for many simplex channels to be
assigned to different areas of the fire and for different functions. Most agencies will readily tell you that
simplex PTT is vital to their operations and that PTT
is the final fallback if and when networks fail.
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In 2012 when the FirstNet Authority was created,
many of us who worked on the project were convinced that PTT would remain on LMR and the broadband networks would be used for data, video and
images that could never before be sent to the field.
We eventually found that we were wrong; there were
PTT applications running on broadband networks
even before FirstNet. Some were slow and did not
compare to the almost-instantaneous PTT first
responders were accustomed to. However, PTT over
cellular (PoC) improved rapidly and with the advent
of 4G or LTE cellular, broadband technology speeds
improved rapidly.

PTT Over Broadband

While the FirstNet Authority was organizing and
writing its request for proposals (RFP) for a partner
to build and operate the network, some within a
federal organization thought it would be a good
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idea to have the Third Generation Partnership
Project (3GPP), the worldwide LTE standards
organization, develop what would become the PTT
standard for broadband.

As with most new endeavors, it took the 3GPP far
longer to develop “mission-critical PTT” (MCPTT). By
the time MCPTT was ready to be built into radios,
FirstNet and the other broadband networks already
had a number of PTT applications up and running
on their networks and the majority of their users
were satisfied with the performance.
The differences between LMR PTT and PTT over
broadband are easy to explain. LMR was one-tomany but broadband PTT was not, simply because
the networks had been designed for one-to-one
communications. However, PTT broadband vendors
were quick to mimic the type of PTT available on

w w w. M C C m a g . c o m

Missi onCrit ic al Com mun ica tio ns Summer/Fall 2022

33

Photo courtesy Debra Gastelum

LMR P25 trunked systems, using groups PTT capabilities. (Note: In March, FirstNet (Built with AT&T)
announced multicast (eMBS), which when deployed
will enable one-to-many communications across
FirstNet.)

Another significant difference was that PoC did not
support any type of off-network PTT. If you were out
of range of your broadband network, your phone
was just about as useful as a rock. This led those who
had been working with the 3GPP to ask for a peer-topeer communications (IT speak for off-network or
simplex), and after a while the 3GPP responded with
“Proximity Services” (ProSe).
The issues with ProSe were evident from the beginning. First, standard smartphones with internal
antennas and a transmitter power of 0.25 watts were
used for ProSe. Other issues were related to the separation between broadband cell transmitters and
cell-site receivers in the 700 MHz band being 30 MHz,
making it tough for engineers to find a way to provide true off-network PTT that would rival the distances when using LMR units with much higher
power and external antennas. One way the 3GPP
tried to solve the distance issue was to add in a technique for using a smartphone between the two
smartphones to act as a relay to enable an off-network conversation. This method was deemed unacceptable because the unit in the middle might be
reassigned during the incident. The verdict is that
ProSe, in its present form is, is no longer a contender
for off-network PTT using broadband. To make this
point, I have often stated that two people can yell at
each other farther than ProSe can talk.

Trying to Solve the Off-Network
PTT Problem

Vendors, most of which are primarily LMR device
vendors, set about trying different approaches to
34
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solve the off-network issue. Motorola, for example,
started with a broadband device connected to an
LMR APX handheld via Bluetooth so the user could
move back and forth between PTT over broadband
and LMR PTT. Sonim, the first vendor to develop
hardened smartphones for broadband, designed a
smartphone based on the idea of inserting a “sled”
into a special slot on the back. The sled was supposed to make use of 900 MHz unlicensed, lowpower technology in an effort to duplicate true LMR
off-network communications, but this device fell
short by a mile. Next were combination LMR and
broadband radios. These units are basically single
band or multiband LMR radios with LTE built in. The
two current contenders are Motorola with its APX
Next and L3Harris with its XL-200 series portable and
mobile products. Other vendors are working on
dual-mode devices and more should be shown soon,
perhaps even during the Association of Public-Safety
Communications Officials (APCO) conference. However, while they do provide off-network LMR PTT,
these dual-mode radios do not provide off-network
PTT over broadband.
There are those who believe LMR systems will be
replaced by broadband systems and that LMR will go
away at some point in time. The issue is if LMR will
really go away and if so, how soon. I, for one, believe
LMR will be with us for a very long time.

The Search Goes On

However, those who think broadband will win the
day know public safety won’t simply walk away from
simplex and their last line of communications if
everything else fails. So the quest is on to find a way
for broadband off-network to be developed to serve
the public-safety community the same way simplex
PTT has been doing for years.

Even with the many LMR networks

and new technologies, PTT, off-net-

work, simplex, or one-to-one and oneto-many, is still vitally important to
our first responders.

To this end, during APCO 2001, the FirstNet Authority
published a request for ideas about how to accomplish off-network broadband. The 3GPP is also
exploring the topic again, and most recently, when
FirstNet (Built with AT&T) announced its new 3GPPcompliant PTT over FirstNet, it stated that it knew
off-network PTT is vitally important and it would continue to search for a solution.
www.M CCma g. c o m

However, as far as I can tell, no vendors have
stepped up to solve this problem. Of course, some
work may be being conducted in secret somewhere,
but so far, no one has come forward with a solution,
if there even is one.
A few years ago, I gave a presentation and then
wrote a Public Safety Advocate about a series of offnetwork tests I had come up with. I believe any offnetwork broadband PTT solution must at least be
able to pass all of these tests to be considered a true
replacement for off-network land mobile radio.
Below is a list of these tests:
• Test requirements must be met for any off-network technology if it is to replace LMR off-network services
• Street-level
• Street-level surrounding incident (building)
• Street-level to sub-basement
• Street-level to top floor of high-rise
• Wildland fires: multiple talkgroups or channels
for different divisions and task groups
• In case of network failure, device-to-device

Off-Network Testing

As mentioned above, one reason I believe public

Conclusion
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safety must have LMR PTT is that LMR provides offnetwork communications both when in range of the
network and, of course, when not in range. Another
reason I believe simplex is still a vital requirement is
that in the LMR world, simplex is the final method for
providing one-to-one and one-to-many communications if networks fail. If a broadband network fails
today, or even a single tower is inoperable where
there is an incident, there is no fallback method for
maintaining communications without LMR.
LMR, broadband and soon next-generation 9-1-1
(NG911) should all be classified as necessities for the
public-safety community. I am hopeful that at some
point it won’t matter whether you are using PTT over
LMR or PTT over broadband. Either way, you will be
able to communicate with anyone you need to contact. However, today and well into the future, only
LMR is capable of off-network communications. n

Andrew M. Seybold, Sr. is a noted consultant, educator, and
writer. He is a senior member of the Association of Public-Safety Communications Officials (APCO) International and has
been a member of the organization since 1978. He currently
authors the Public Safety Advocate, a weekly column for publicsafety communications that is available free by subscription
and is posted on allthingsfirstnet.com.
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How the 3GPP
IWF Enables
LMR-MCX
Interworking

Image courtesy Etherstack

The 3GPP interworking capability
enables important applications
between LMR and MCX.
By Jerry Drobka and Tom Senese

B

Beginning in Release 13, the Third
Generation Partnership Project
(3GPP) interworking function
(IWF) interconnects legacy LMR
networks with the mission-critical
services (MCX) that telco carriers
are deploying globally for publicsafety agencies. MCX include mission-critical push to talk (MCPTT),
mission-critical data (MCData)
and mission-critical video
(MCVideo). According to the May
2022 SAFECOM best practices
report, MCPTT is unlikely to dis-
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place LMR voice services in the
foreseeable future. The IWF is
thus an important addition to
public-safety communications
since it enables the merging of
both types of technologies into an
interoperable solution for public
safety agencies.
The IWF enables two important
use cases between the LMR and
MCX system users, specifically:
• Communication between LMR
system users and MCX system
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users, which are not normally
able to communicate with
each other.
• Long term migration from legacy LMR systems to MCX systems. Initially, most of the
agency resources will be
deployed on LMR equipment.
Over time, agency users will be
moved from LMR equipment to
broadband equipment and
MCX services.
The IWF provides seamless inter-
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working for both of these
important use cases.

Figure 1:
MC system and LMR System Interworking Through the IWF

System Architecture
with an IWF

Figure 1 depicts the highlevel architecture when
an IWF is placed between
an LMR system and MCX
provider. The IWF provides call-control and
media gateway functionality between the two
systems. The 3GPP standards address the interfaces between the IWF
and MCX. One of the
most important of such
3GPP documents detailing these interfaces is
“TS 23.280 Mission Critical Communication Interworking with LandMobile Radio Systems.”

The MCX system interacts with the IWF as it
would with another MCX system.
Likewise, the LMR system inter-
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acts with the IWF as it would with
another LMR system. For voice

services, the specific role
that the IWF takes on for
each interface depends
on whether a call is
homed to the LMR system
or to the MCX system. If a
voice call is homed to the
LMR system, the IWF
takes on the roles of an
LMR-serving Radio Frequency Sub-System
(RFSS) and MCPTT Controlling Function, respectively, on its LMR and
MCPTT interfaces. Conversely, if a voice call is
homed to the MCPTT system, the IWF takes on the
roles of an LMR home
RFSS and MCPTT Participating Function, respectively, on its LMR and
MCPTT interfaces.

An interworking group is
one that consists of LMR
and MCX users. All users
that wish to participate in the
group need to affiliate to the
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Figure 2
IWF Unit and Group ID Translations When PTT Originates in LMR System

group, irrespective of whether
the group’s home is on the LMR
system or MCPTT system. All affiliations for interworking groups
are sent to the home system of
the group.

LMR subscriber units (SUs) and
MCPTT users are assigned a
unique identifier within their
respective systems. Within an
LMR trunking system the identifier is termed a subscriber unit
identity (SUID) and within an
MCPTT system the identifier is
termed an MCX ID, or MCPTT ID.
When an LMR SUID is represented in the MCX system, a mapped
MCPTT ID is assigned to the SUID.
When an MCPTT ID is represented
in the LMR trunking system, a
mapped SUID is assigned to the
MCPTT ID. The IWF is configured
with these mappings and uses
them when translating messages
between LMR and MCX systems.
LMR groups and MCPTT groups
are assigned a unique identifier
within their respective systems.
Within an LMR trunking system,
the identifier is termed a subscriber group identity (SGID) and
within an MCPTT system, the identifier is termed an MCX ID, such as
an MCPTT group ID. When an
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LMR SGID is represented in the
MCX system, a mapped MCPTT
group ID is assigned to the SGID.
Similarly, when an MCPTT Group
ID is represented in the LMR
trunking system, a mapped SGID
is assigned to the MCPTT Group
ID. The IWF is configured with
these mappings and uses them
when translating messages
between LMR and MCX systems.

Figure 2 depicts a call starting in
the LMR system and shows the
IWF’s unit ID and group ID
translations.

According to the May
2022 SAFECOM best

practices report, MCPTT
is unlikely to displace

LMR voice services in

the foreseeable future.

The IWF performs the following
functions for both LMR homed
interworking groups and MCX
system homed interworking
groups:
• Call control translation
• Floor control translation
• Media transcoding and trans-
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encryption if the LMR SUs and
MCPTT user equipment (UE) do
not use the same codec and
encryption algorithms
• Group registration with the LMR
system for LMR homed groups
and with the MCPTT system for
MCPTT homed groups
• Mapping between LMR group
IDs and MCPTT group IDs
• Mapping between LMR unit IDs
and MCPTT unit IDs

IWF Interfaces to
MCX Systems

Figure 3 depicts the IWF’s standard interfaces to the MCX system, along with typical IWF standard and non-standard interfaces
to LMR.

IWF-1: The interface between the
IWF and MCPTT server. Provides
peer-to-peer interconnection for
group affiliation, call control, floor
control and media.

IWF-2: The interface between the
IWF and the MCData server. Provides peer-to-peer interconnection for data services. This interface supports a subset of the
MCData features defined in 3GPP
standard 24.282, defined as onnetwork “short data services.”
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Figure 3
IWF System Interfaces

IWF-3: The interface between the
IWF and group management
server (GMS). Provides the IWF
with group records and group
master keys (GMKs). Each group
record contains attributes of the
group and the list of MCX users
that are members of the group.
The GMKs are used by the IWF to
derive the media keys for group
voice communications.

CSC-9: The interface between the
IWF and key management server
(KMS). Provides private keys to
the IWF that are needed to protect key management messages.
The GMS sends each group’s
GMK to the IWF by using protected key management messages.
The IWF exchanges the private
call keys (PCKs) for unit-to-unit
calls with MCX UEs at call set-up
by using protected key management messages.
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IWF Interfaces to LMR
Systems

The interfaces between P25 LMR
systems and the 3GPP IWF are
being defined in the Joint Land
Mobile Radio to Long-Term-Evolution (JLMRLTE) working group, led
by Alliance of Telecommunications Industry Solutions (ATIS)
Wireless Technologies and Systems Committee (WTSC). The
joint working group consists of
organizations from ATIS, 3GPP
and the Telecommunications
Industry Association (TIA).

JLMRLTE has been developing a
document titled “Study of Interworking between 3GPP (MCPTT)
Mission Critical Services.” The
document addresses three distinct, TIA-based LMR systems: P25
trunking, P25 conventional and
TIA-603 analog conventional FM.
The JLMRLTE study document
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describes how common services
between MCPTT and LMR can
interoperate. The study document does not prescribe interfaces between the IWF and LMR
systems, although TIA has chosen
the Inter-RF Sub-System Interface
(ISSI), Console Sub-System Interface (CSSI) and Digital Fixed
Station Interface (DFSI) as the
interfaces to use. The JLMRLTE
study document will eventually
address the following:
• Group call
• Unit-to-unit call (private call)
• Emergency call
• Emergency alarm/alert
• Call alert/private call back
• Radio unit monitoring/ambience listening
• Short status
JLMRLTE is working on the study
document in phases. Once a
phase is complete, it is provided
to TIA. Within TIA, the TR-8.19
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Wireline System Interfaces sub-committee determines how to incorporate material contributed by
JLMRLTE into published P25 standards. At present,
TR-8.19 has published two ISSI addendums in
response to the first three phases of the JLMRLTE
study, and is reviewing new standards work based
on the recently completed fourth phase of the JLMRLTE study.

The typical LMR interfaces supported by the IWF
are shown in Figure 3. The IWF will eventually be
capable of supporting a variety of LMR interfaces,
including:
• P25 trunking ISSI and CSSI
• P25 conventional DFSI
• P25 conventional complexity 1 as defined in TIA102.BACE
• P25 conventional converted to ISSI (complexity 2
as defined in TIA-102.BACE)
• Digital Mobile Radio (DMR) Application Interface
Specification (DMR AIS)
• Radio over IP (RoIP)
• Analog converted to P25 DFSI
• Analog as 4-Wire interface
• Interface to TETRA Switching and Management
Infrastructure (SwMI)

Etherstack has partnered with Samsung Electronics
to supply the IWF into lead telco carrier networks in
North America. This solution is virtualized, highly
available and scalable to support anticipated future
demand. The IWF interconnects with multiple LMR
agencies. Each agency has its own key storage
database for LMR voice encryption, and its own
over-the-air rekeying (OTAR) interface and key fill
interface for LMR key management. The IWF is an
important addition to public-safety communication
systems to enable interworking between existing
LMR systems and mission-critical broadband systems such as FirstNet. n
Jerry Drobka is a network solutions architect with Etherstack.
He has a master of electrical engineering (MSEE) degree and
more than 35 years of experience in the LMR industry. Drobka is chair of the Telecommunications Industry Association
(TIA) TR-8.19 Wireline System Interfaces Subcommittee and
also represents Etherstack at Alliance for Telecommunications Industry Solutions (ATIS) meetings.
Tom Senese is a network solutions architect for Etherstack.
He has an MSEE degree, certified information systems security professional (CISSP) certification and more than 30 years
of experience in the LMR industry. Senese actively represents
Etherstack at TIA and ATIS meetings.
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Deployables
for Emergency
Response

How deployables are helping transform emergency response
By Cory Davis

A

As first responders increasingly
rely on new technology, innovative deployable solutions are
being used more often to provide reliable and secure missioncritical communications, even in
areas that lack existing network
infrastructure. These assets,
ranging from trailer-based
mobile command centers to airborne solutions supplying shortrange connectivity from the sky,
give first responders the communications support they need
when lives are on the line and
every second matters.

Supporting Emergency
Response

Verizon Frontline has more than
42
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500 deployable assets available
to first responders for use in a
variety of emergency-response
situations, and high-speed 5G
networks are accelerating further innovations in this area.
These innovations are capable of
helping supply secure, reliable
stand-alone network coverage
and technology when and where
people need it most.

From fighting wildfires in forests
where network connections and
coverage can be challenging to
the devastation and infrastructure damage caused by earthquakes, first responders need to
be able to stay securely and reliably connected.
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That’s where deployable assets,
including trailers and other
vehicles, can be used to deliver
a comprehensive suite of features and services designed to
help first responders achieve
their missions.

Assets can be deployed quite literally wherever they are needed,
serving as strategic hubs to support needs such as mission-critical push to talk (MCPTT), LMR,
private networks and more.
Beyond these trucks, RVs, trailers and other ground-based
deployable assets, there exists
an array of equipment capable
of extending deployables’ capabilities even further, including
www.MCCmag .c om

plug-in generators, portable
satellite and microwave network
extenders, cell repeaters, radiobased mobile cloud access
nodes and enterprise-grade WiFi extenders.

Some of the more recognizable
deployables — cells on wheels
(COWs), cells on light trucks
(COLTs) or satellite picocells on
trailers (SPOTs), for example —
are familiar to many of the first
responders the Verizon Frontline
team works with during emergency response operations, but
advances in technology are leading to some exciting new developments in both deployables
and public-safety operations as
a whole.

Faster, secure and more reliable
networks built on 5G are unlocking a wealth of first responder

Advances in Deployables
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The future of deployable assets is also

definitely looking up,

as innovations in air-

borne communications
equipment continue
to evolve.

capabilities. New applications
that tap the power of 5G are
enabling things like real-time situational awareness and sending
3D maps to command and fusion
centers. Other capabilities range
from computer vision and augmented reality (AR) applications
to the use of high-tier sensors to
identify and track assets on land
or sea in a 3D environment to
turning drone data into actionable insights that can be linked

to map-based environments.

These stronger networks also
allow artificial intelligence (AI)
applications to monitor billions
of social media and news feeds,
giving first responders and command centers smarter analytics
and real-time response for urban
and cyber threats. These capabilities aren’t just valuable during a
crisis, they offer state-of-the-art
training opportunities that are
safer and can replicate hundreds
of scenarios in real-time virtual
environments.

Yet despite the widespread availability of 5G, there is always the
risk that, in the face of the devastation and infrastructure damage
potentially caused by hurricanes,
wildfires and more, first responders could find themselves in situations where connectivity is
challenging.
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To combat this, Verizon Frontline
developed a way to put a private
5G network and mobile edge
compute (MEC) capabilities on a
deployable asset, so that first
responders could have access to
mission-critical communications
capabilities under nearly any network condition. This also spurred
the development and launch of
THOR (Tactical Humanitarian
Operations Response). A first-ofits-kind, all-terrain vehicle that
brings mobile communications
and disaster response technology to the heart of any disaster
zone, THOR provides a multitude
of connectivity options, spanning
private 5G, commercial 4G LTE,
LMR and tactical radio, wireless
networking, microwave, mesh
and more.

A 30-foot trailer we’re calling
THOR’s Hammer is another cutting-edge deployable asset being
developed by the Verizon Frontline team to meet the unique and
evolving needs of first responders. It’s designed to be a pri-
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New applications that

tap the power of 5G are
enabling things like

real-time situational

awareness and sending
3D maps to command
and fusion centers.

vate, Verizon 5G Ultra Wideband
(UWB) standalone network-capable mobile asset. Built with dualcore network capabilities,
THOR’s Hammer will act as either
a private 5G standalone, or nonstandalone network that could
be locally managed from within,
operating independently of the
wider public network and offering the secure communications
capabilities first responders
value. Its 5G core could enable
network slicing, which would
allow multiple public-safety
agencies operating in the same
city, for example, to have their
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own dedicated network
resources. Think of it as an HOV
lane for each agency or multiple
private, secure networks.

Verizon Frontline’s dedicated
network resources could then be
configured to best meet the
needs of the agency using them think real-time video for one
agency, while another may only
need voice and data. In other
words, each network slice could
be optimized to meet the mission of the agency to which it is
dedicated.

The Verizon Frontline Response
Team also recently developed an
asset called the Mobile Unit Technology Transport (MUTT), which
launched in June. The MUTT is a
connected police cruiser that
provides first responders with 5G
and 4G LTE connectivity and a
variety of other Verizon Frontline
solutions. This team is also working on an Innovations Trailer
which will serve as a test bed for
future emergency response
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deployable solutions.

The future of deployable assets is
also definitely looking up, as
innovations in airborne communications equipment continue to
evolve. For example, drones continue to prove their value in providing visual communications
support in even the most remote
locations, with video feeds of disaster sites giving first responders
the data they need to do their
jobs more safely and effectively.
And lightning-fast 5G networks
are enabling newer autonomous
drones that can support first
responders anywhere, any time.

Even higher aloft, technologies
such as satellite-based medium
Earth orbit (MEO) solutions are
being tapped by Verizon Frontline to push deployable innovation forward in exciting new
ways, bringing fast speeds and
low latency nationwide for critical
response, disaster recovery or
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Yet despite the wide-

spread availability of

5G, there is always the
risk that first respon-

ders could find them-

selves in situations

where connectivity is
challenging.

temporary network deployment.
By adding MEO network assets
on the ground, download speeds
can reach 200 megabits and
gigabit speeds are on the horizon. Latency is a comparatively
low 140 milliseconds, many times
faster than the 650-millisecond
latency of traditional geosynchronous (GEO) satellites.
Recently, using one of its Business Incorporative Satellite
Onboard Nomadic (BISON) trail-

ers, Verizon created a “MEO in a
box.” This asset, which can be
deployed almost anywhere in the
country, could prove invaluable
in situations where high
throughput and low latency are
needed quickly but only temporarily, such as in emergency
situations or at large events in
areas without existing network
infrastructure.

Innovation in the field of deployables continues at a rapid pace
and first responders are increasingly counting on this advanced
technology to help them do their
jobs more effectively and safely
than ever before, no matter the
emergency, location or existing
infrastructure. n
Cory Davis is Verizon Frontline director
of public-safety operations.

Missi onCrit ic al Com mun ica tio ns Summer/Fall 2022

45

Remote Work
Opens New
Possibilities
for 9-1-1

The COVID-19 pandemic demonstrated
how dispatchers can
work from home.
By John Hunt

46
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A few years ago, remote 9-1-1
seemed like a remote possibility —
an interesting concept but challenging to implement with the technology and resources available. Then
the pandemic hit, and the publicsafety community had to re-think
how it approached in-person work.

Emergency communications center
(ECC) directors grappled with the
question of how to maintain operations when their staff needed to
quarantine or socially distance.
They needed a way to untether
9-1-1 operations from fixed workstations so telecommunicators
could take, process, dispatch, and
supervise calls from any location.
Suddenly, remote 9-1-1 capabilities
needed to move from nicety to
necessity.
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Like many others at the start of
the pandemic, 9-1-1 leaders
looked to technology for a solution. Through FirstNet, the
nationwide public-safety broadband network, first responders
had access to a secure, reliable
connection outside of the ECC.
Forward-thinking leaders took it
upon themselves to find ways to
use broadband access to support
remote 9-1-1 operations.

Through significant testing, they
discovered that using IP remote
consoles and a virtual private
network (VPN) connection, staff
can take calls and dispatch from
anywhere there is internet connectivity, even outside the radio
frequency coverage footprint of
the agency. With a strong broadband connection, telecommunicators can set up ad-hoc dispatch
stations with relatively limited,
lightweight equipment. This has
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Emergency communications center (ECC)

directors grappled with

the question of how to
maintain operations

when their staff needed to quarantine or
socially distance.

translated into several remote
9-1-1 solutions, from “go bags”
to home-based dispatch stations.
When the COVID-19 pandemic
struck, Palm Beach County (Florida) 9-1-1 call centers were faced
with a new set of challenges. If a
call-taker was exposed to the
virus or needed to take care of

Grab and Go: 9-1-1 in a Bag

an ill family member, they were
required to quarantine for 14
days. With a suddenly depleted
staff, the call center’s managers
were looking for solutions to
enable remote work.

With FirstNet already in place as
a backup at the public-safety
answering points (PSAPs), former Palm Beach County 9-1-1
Director Chuck Spalding and his
team created go-bags, complete
with 9-1-1 call handling equipment, a headset, and a FirstNet
modem. This allowed call center
managers to enable remote calltaking and dispatching from
home or from other physical
facilities, allowing for social
distancing.

“FirstNet is what gave us the
confidence we needed to provide
a remote-work option to our
operators,” Spalding said. “We
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“If you could supervise
in the backup center,
why couldn’t you

supervise certain parts
of the operation from

30 miles down the road
or wherever?”

— Former Arlington
ECC Director
Dave Mulholland

average about 100,000 9-1-1 calls
per month, and this gives them
the ability to do their job without
being physically tied to a specific
building, ensuring that every one
of those calls continues to be
handled in an appropriate manner. This is beyond what we originally began using FirstNet for,
and we certainly never thought
9-1-1 call centers could ever utilize a remote workforce.”

In Alexandria, Virginia, hotspots,
and smartphones powered by
FirstNet enable 9-1-1 telecommunicators and dispatchers to take
calls and handle CAD operations
from their homes and other
remote locations. The dispatchers have the full functionality of
the center at their fingertips.

All of the equipment fits into a
large laptop bag and is easy for
personnel to assemble and disassemble themselves. Their kits
include a laptop, two monitors,
headset, smartphone, FirstNet
hotspot, mobile router with CAD,
and other necessary hardware.
The dispatchers at home access
the department’s CAD system
remotely by connecting to laptops at their normal dispatching
positions back at the 9-1-1 center.
“Why we decided to go with
FirstNet and go remote was, first,
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to make sure that our staff was
safe,” explained Renee Gordon,
director of the city of Alexandria’s Department of Emergency
and Customer Communications
(DECC). “The second thing was to
maintain continuity of our operations—to make sure that we’re
still able to support police, fire,
and emergency services.”
Alexandria’s DECC is in the
process of expanding the remote
call-taking and dispatching capabilities moving forward.
With any new technology solution, testing is critical. But when
it comes to public-safety technology, testing is paramount to
ensuring the safety of responders and citizens alike.

Testing the Technology

Before launching remote dispatch, the city of Alexandria’s
DECC implemented planning and
testing in three phases. For the
first month, the remote workers
answered only non-emergency
phone calls. This continued until
9-1-1 leaders decided the system
was working and allowed 9-1-1
calls to be handled as well. Once
the system was fully vetted, the
DECC was able to set up dispatch
teams at the primary ECC, the
backup ECC, at home, and at a
nearby hotel where teams could
isolate.

Arlington County in Virginia also
rolled out remote work in phases. They started with call-taking,
working with other regional ECCs
like DECC to share best practices.
They expanded to remote dispatch and supervision when they
had to set up a call supervisor at
a remote center so that she
could work and social distance.
“If you could supervise in the
backup center, why couldn’t you
supervise certain parts of the
operation from 30 miles down
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the road or wherever?” said former Arlington ECC Director Dave
Mulholland, now director of the
Department of Public Safety
Communications for Fairfax
County Government.

With that idea in mind, the ECC
came up with a technical plan,
ran test sessions with fail-safes
in place, and tweaked operations
and equipment based on real-life
use and feedback from telecommunicators. When remote dispatch and supervision went live,
remote workers had counterparts sitting in the ECC to step in
if there was a problem with a
dropped connection. Today, they
can provide remote on-the-job
training with the communications training officer working
remotely while the trainee is in
the center.

“We were able to

successfully demon-

strate that you can take
9-1-1 calls from anywhere. Today, using

FirstNet as our internet
service provider or

backhaul to connect

back to our equipment
in our local 9-1-1 centers, we processed
many 9-1-1 calls.”

— Ross Coates,
Communications
Manager, Harford
County 9-1-1 Center

Six counties from across Maryland staged a 9-1-1 expo with live
call-taking from a remote and
crowded location using FirstNet.
A statewide initiative from the
www.MCCmag .c om

With any new technology solution, testing
is critical. But when
it comes to publicsafety technology,

testing is paramount

to ensuring the safety

of responders and citizens alike.

early days of COVID-19 sought to
establish the tools and capabilities for remote 9-1-1 operations.
The expo was conducted at the
Maryland Association of Counties’ winter conference. 9-1-1
specialists from across the state
set up call equipment in a large
conference room. Of the six
counties participating, three
agencies were taking live calls
from their home counties. The
other three agencies were
remotely monitoring calls happening at their counties’ ECCs.
With 1,500 attendees at the conference, the biggest challenge
reported by the telecommunicators was background noise from
the crowds. The technology
worked as if they were sitting in
their home centers.
“We were able to successfully
demonstrate that you can take
9-1-1 calls from anywhere,” said
Ross Coates, communications
manager for the Harford County
9-1-1 Center. “Today, using FirstNet as our internet service
provider or backhaul to connect
back to our equipment in our
local 9-1-1 centers, we processed
many 9-1-1 calls.”

Mutual Aid and TERT
Response

Remote capabilities make it easier to offer mutual aid to neighboring agencies.
w w w. M C C m a g . c o m

Photo courtesy City of Alexandria

“We’ve had to identify ways to
become more resilient, but also
consider that we could have a 91-1 center not taken down by an
attack or a disruption in communication, but a sheer lack of
staffing,” said Scott Boggs, director of homeland security and
public safety for the Metropolitan Council of Governments.
“And that has brought opportunities for Alexandria and Arling-

ton that will provide not just
resilience for them, but the ability to potentially stand up a capability to handle calls for service
from other jurisdictions.”
Broadband access also presents
the opportunity for virtual
Telecommunicator Emergency
Response Taskforce (TERT)
response. The Collier County
(Florida) Sheriff’s Office planned
an exercise to transfer non-
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uses FirstNet for tactical dispatch because it allows it to
remain operational at all times,
despite its location, with access
to the same tools and information dispatchers have in the dispatch center. Dispatchers no
longer must resort to tracking
calls with pen, paper, or spreadsheets when they are in the field.
Over broadband, they can jump
right into accessing their normal
CAD system.
During a large storm, Hamilton
County received nearly a thousand calls in a four-hour period.
Andrew Knapp, director of the
Hamilton County Communications Center, was able to use his
remote 9-1-1 setup over a FirstNet hotspot on his phone.
Thanks to a battery backup, he
could operate for hours even if
he had lost power.

Across the nation, 9-1-1 officials
are beginning to embrace
remote 9-1-1. A 2020 survey of
9-1-1 PSAPs found that only 7%
of responding agencies had the
ability to conduct PSAP operations from staff member’s
homes. In the last two years,
public-safety agencies have tested and adopted the technology
to make that happen securely
and reliably.

A Key Tool for ECCs

Photo courtesy City of Alexandria

emergency calls from a fair in
Naples to dispatchers located at
the Charleston County Consolidated 9-1-1 Center in South Carolina. The calls would be transferred from Collier County to
Charleston over a 9-1-1 call handling system. The remote dispatchers would process the call,
enter it into cloud-based CAD,
and then use an enhanced pushto-talk (ePTT) service to dispatch
responders at the fairgrounds,
who would access the systems
via a FirstNet connection provided by a deployable network
device. All of this would occur
from dispatch workstations in
Charleston.
Similarly, the Hamilton County
Communications Center in Ohio
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Remote 9-1-1 operations are
becoming critical elements of pre-

Photo courtesy Palm Beach County
Public Safety Department
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Telecommunicators now
have an alternative way

to operate if they cannot
physically get to their

ECC, the center is damaged, or they need a
fail-safe.

paredness efforts. They enhance
the continuity of operations plans
by avoiding having a single point
of failure in the system. Instead,
staff can quickly set up where
they are, ready to support operations. During an unexpected period of high calls in the area, Arlington dispatchers found that they
were able to immediately activate
additional telecommunicators at
their homes, rather than wait for
them to travel up to two hours
into the city.

Beyond offering pandemic safety
measures, ECC leaders see the
value of having remote dispatch
and call-taking capabilities during
natural disasters, severe weather
emergencies, and planned
events. Telecommunicators now
have an alternative way to operate if they cannot physically get
to their ECC, the center is damaged, or they need a fail-safe.
Thanks to public-safety agencies
across the country taking on the
challenge to test and adopt this
technology, remote 9-1-1 is no
longer an idea for the future but
an available tool that can be
implemented today. With these
capabilities, agencies can expect
mobility and flexibility to be core
characteristics of their emergency
communications centers. n

John Hunt is senior public-safety advisor for the First Responder Network
Authority (FirstNet Authority).

www.MCCmag .c om

The Keys to Public-Private
Partnership Success

Public-private partnerships can provide agencies and communities
with a variety of benefits. By James Wolfinbarger

A

As crime continues to surge,
public-safety agencies are looking
for ways to better utilize one of
their greatest partners, their communities. Public-private partnerships (PPPs) have long been a
bridge between law enforcement
operations and the communities
they serve, creating meaningful
collaborations with residents, local
businesses, and organizations.

w w w. M C C m a g . c o m

PPPs are rooted in the idea that
public safety is a shared responsibility, one that everyone has a
hand in ensuring. Not only can
these programs help solve crimes
and respond to incidents more
effectively, but agencies have
seen them play a major role in
crime prevention. Successful PPPs
can serve as a valuable deterrent
to criminal activity. In this article,
we take an in-depth look at suc-

cessful PPPs, the importance of
community education and transparency, and the technologies
available today.
PPPs connect government agencies and private entities to each
other to help reduce crime and
create safer communities. When
public-safety agencies and residents work together to promote

How PPPs Work
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safety in their communities, they
help build a foundation of trust
and establish strong relationships
and productive dialogues.

The sharing of key

information ultimately

creates a safer environment for the residents
of the community to
enjoy.

For local residents and businesses, participation in a PPP is voluntary. Agencies have the opportunity to identify potential participants early on and set up programs with agreements and policies that govern appropriate
usage and best serve communities. The centerpiece of most
PPPs is camera-sharing programs, which invite businesses,
organizations, and residents to
integrate new or existing cameras. This can include but is not
limited to, homeowners’ associations (HOA), educational or corporate campuses, and commercial businesses, such as convenience stores and hotels, as well as
faith-based establishments.

and residents to learn more about
PPPs, how they work and why they
can be helpful to a community.
Agencies can also offer department classes or briefings for officers to better understand the
details of a program, the technologies involved, and how they can
communicate the specifics with
local businesses and residents.

Education doesn’t need to stop
there. Once a program is established, it is critical to promote it to
ensure long-term success. Providing residents and businesses with
the information they need to
make informed decisions and utilize technologies leads to better
support and understanding of the
PPP program. Agencies should
consider sharing information with
local businesses, inviting them to
attend community events, and
providing readily available information on agency websites. Officers in the field can serve as program advocates when working
within communities. Agencies
and businesses have also experienced success when implementing PPP signage, not only to deter
crime but to direct community
members to learn more about a
PPP program if interested.

Technologies for Successful PPP Information Sharing

With increased collaboration
through technology – the sharing
of video footage and information
– PPPs provide myriad benefits
for the parties involved. From a
community standpoint, cameras
used by businesses and individuals can be registered with law
enforcement databases and permissioned for on-demand access
by police agencies when an incident occurs.

For a more automated approach,
a live feed can be shared automatically with the local police for
a real-time view of the area when
an incident occurs. Programs are
structured so that businesses
and individuals remain the custodians of their systems and
records. They also dictate which
cameras and sites they want to
be accessible.

Agencies can implement mobile
community engagement solutions and tools to help better
facilitate resident involvement in
PPPs. Creating a platform for residents to submit tips allows them
to share valuable information
with officers directly from their

Community Education and
Transparency

PPPs are incredibly flexible, and
they are only limited by the imagination of the community. Most
programs start out small and
scale quickly and efficiently. They
can be molded to fit an agency’s
policies, rules, and procedures.
Agencies may want to look at
other communities with established programs to learn about
what has worked well.
Since transparency with the local
community is key to building and
rolling out a successful program, it
can be beneficial for agencies to
provide opportunities for businesses, public-safety personnel,
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PPPs are rooted in the

idea that public safety is
a shared responsibility,

one that everyone has a
hand in ensuring. Not
only can these pro-

grams help solve crimes

and respond to inci-

dents more effectively,

but agencies have seen
them play a major role
in crime prevention.

phones. For example, a live chat
feature provides residents an
opportunity to connect with an
agency anonymously, facilitating
easy and open conversations.

Agencies can also share crime
map information to build additional knowledge and education
in the community while reinforcing an agency’s commitment to
transparency. This process can
enhance the efficiency of a
department by providing means
for community members to
report property crime online,
thereby ensuring officers can
remain in the field and be available for higher priority events
that may occur.

Leveraging existing assets can be
a great place to start, and if
agencies are looking to expand
their programs, securing additional funding can facilitate
greater investment. Technology
integrators can help agencies
align on the technologies that
make the most sense for their
community programs.
Technologies deployed by cities
and public-safety agencies may
include:

w w w. M C C m a g . c o m

• Video security cameras: Cameras provide eyes on a scene.
High-quality imagery can be
leveraged for potential investigations.
• Edge analytics: Cameras can be
outfitted with analytic capabilities that support automated
monitoring and enable agencies
to record, monitor, and manage
more effectively.
• Quick deploy license plate
recognition (LPR) cameras:
These help streamline the integration process by providing
LPR cameras that are intuitive to
use and quick to deploy.
• Integrated public-safety software: Software allows agencies
to integrate new and existing
cameras into command centers
to consolidate information and
create a more holistic operating
picture.
• Community engagement
tools: The introduction of
mobile community engagement
tools creates more avenues for
the public to become involved.
Anonymous tip submission, livechat features, and public crime
maps are just a few of the
mobile tools that help facilitate
the involvement of residents
and create greater opportunities for information sharing.
When agencies unify all the information and technology into one
place, they create a clearer and
more holistic operating picture of
their environment. They can be
given a live view of an incident
unfolding, helping first responders become more prepared for
when they arrive on the scene.
For example, if a public-safety
answering point (PSAP) receives
a 9-1-1 call, they can access realtime footage made available
through the PPP. They can then
pair it with additional data pulled
from their command center. If a
robbery has been reported, the
responding officer can receive
live video passed through the

real-time operations center to
inform their response. This capability can significantly improve
outcomes by ensuring that first
responders have up-to-date and
accurate information upon arrival
at the scene.
Immediate access to data also
saves a great deal of time and
agency resources. Cameras help
businesses and residents ensure
a safe environment and provide
easy-to-access information that
law enforcement can utilize to
validate or refute claims. In addition, the sharing of key information ultimately creates a safer
environment for the residents of
the community to enjoy.

Public-private partner-

ships have long been a
bridge between law

enforcement operations
and the communities
they serve.

From reducing crime and fostering greater community engagement to better allocating
resources and gaining efficiency,
agencies across the U.S. are finding success with PPP programs.
Meaningful collaboration with the
public provides agencies with a
greater awareness of incidents as
they unfold, improves preparation and response, and helps
them to best meet the safety and
security needs of the community.
By leveraging technology to capture and understand what’s happening across a community,
agencies and residents are defining the future of public safety. n

James Wolfinbarger is director of solution sales at Motorola Solutions and
retired chief at Colorado State Patrol
(CSP).
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The following products include new and improved offerings from
leading industry suppliers. To learn more, please visit the company’s
website or contact them directly.
Don’t forget to mention that you saw their product in
MissionCritical Communications.

Alive Telecom

Alive Telecom expanded its
700/800 MHz omni antenna line
with more gain choices, including
the ATC-GC7V11O (10 dBd) and
ATC-GC7V8O (8 dBd). The
products are engineered and
manufactured in the U.S. Alive
Telecom’s corporate-fed array
uses a slimline radiator that
allows for more than 15%
decrease in wind load and 10%
reduction in weight. All antennas
are available standard or additional null fill with 0-10 degrees
beamtilt on request. The antennas come with DIN 4.3-10 or 7-16
connector options.
https://alivetele.com

ATDI

ATDI offers software solutions to
plan, model and optimize secure
and resilient mission-critical net54

works. The company’s advanced
radio network planning supports
UHF/VHF, high-frequency (HF),
microwave, mobile, satellite and
all technologies from 8 kHz to 1
THz. HTZ features coverage and
capacity planning, interference
analysis and automatic frequency
assignment for TETRA/LMR/Digital Mobile Radio (DMR)/P25 and
public-safety LTE (PS-LTE). The
industry-specific tool features onthe-move mission planning for
ground-to-air communications.
Its propagation engine performs
calculations to a high level of
accuracy without the use of the
automatic model tuning module.
Users have access to a global
online cartographic library, and
HTZ supports geographic information system (GIS) data conversion to allow users to import their
own datasets.
https://atdi.com

erage enhancement systems
(ERCES). The product processes
from one to three public-safety
bands simultaneously, with up to
5 watt (W) downlink RF output
power per band. The product supports VHF, UHF, 700, 800, 900 MHz
and channelized Class A operation. The product covers all LMR
standards and digital transport
over fiber provides higher system
fidelity and addresses optical link
budget and fiber plant limitations. Other features include
headend RF content aggregation
and steered delivery and a flexible fiber architecture that supports star, daisy-chain and loop
topology. A dual fiber-fed redundant configuration provides
automatic failover operation and
the product includes Ethernet
transmission pipe for IP appliances and third-party traffic.
www.avariwireless.com

The VitalLink Remote Unit 33/37
is an advanced public-safety
distributed antenna system (DAS)
solution for emergency radio cov-

The IntelliLink interworking system establishes communications

Avari
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Catalyst Communications Technologies

www.MCCmag .c om

PRODUCT SPOTLIGHT
between subscribers on LMR networks and smartphones with
Third Generation Partnership
Project (3GPP)-compliant missioncritical push-to-talk (MCPTT)
applications on LTE networks
including FirstNet, Verizon’s Push
to Talk Responder and Southern
Linc. Multiple talkpaths are supported, and multiple talkgroup
connections can be established
on a single talkpath for many
LMR-to-LTE talkgroups. A simple
user interface establishes talkgroup connections or the dispatcher can create interworking
from a Catalyst console.
www.catcomtec.com

manner. The DTP9751 is ready for
use on FirstNet. It
has met the standards for supporting the needs
of extended primary users and
users who need
tools that are
highly secure,
resilient, scalable
and available
when needed.
www.digatalkplus.com

DuraComm

CSS-Mindshare

The Mindshare
P25 Digital Fixed
Station Interface
(DFSI) gateway
can be used to
interface to a
P25 conventional
radio system. A single gateway
can manage multiple DFSI connections to various conventional
stand-alone stations or networks.
Each connection may be presented to the console system in a control station or system mode of
operation. General features
include version 1 and 2 compatibility, channel change, repeat
on/off, monitor and voter receiving and transmitter control, as
well as several other digital and
analog FM features.
www.css-mindshare.com

Diga-Talk+

Diga-Talk+ is now offering the
9751 push-to-talk over cellular
(PoC) device for FirstNet Extended Primary Users. Diga-Talk+ customers can feel confident that the
DTP-9751 portable radio, combined with FirstNet data service,
will provide the necessary critical
connectivity in a reliable, highly
secure and cost-effective
w w w. M C C m a g . c o m

as an inserted molded
brass base. The rugged
construction provides a
reliable, high-strength
antenna that is also easy
to install. The product is
widely used in public safety, public works, transportation and energy-utilities. The NMO mount
antenna has a dual-seal
design that provides IP-67
ingress protection, delivering superior performance and exceptional
reach when it matters
most. The product has a
high-strength impactresistant 17-7 black
chrome stainless steel
spring and dual shot
ASA/TPE base.
www.emwaveinc.com

ESChat

The PSDA-MU1 annunciator panel
provides visual and audible
alarms at the installed location of
a bidirectional amplifier (BDA) in
an emergency in-building radio
system. The annunciator is
designed to monitor National Fire
Protection Association (NFPA) 72
initiating device circuits (IDC) and
report the status to a fire alarm
panel via Form C relay contacts.
Audible alarm mute unmute and
self-test buttons are located
inside for security. The panel also
provides remote monitoring via
Ethernet, and notifications of
alarms can be sent via email or
simple network management
protocol (SNMP) traps.
https://duracomm.com

E/M Wave

The EM-M43002 triband antenna provides extremely clear and
reliable communication. The VHF,
UHF and 700/800 MHz triband
uses high-quality materials such

The ESChat
broadband and
internet of things
(IoT) push to talk
(PTT) app is FirstNet Certified and
approved by
Defense Information Systems
Agency (DISA) for
U.S. military operational use.
ESChat operates on and across all
wireless carriers, providing intercarrier interoperability. ESChat’s
interworking function (IWF) supports standards-based interoperability with LMR radio networks,
including Project 25 (P25) via Inter
RF Subsystem Interface (ISSI) and
Digital Mobile Radio (DMR) via the
Application Interface Specification
(AIS). ESChat also supports interoperability via RoIP to all LMR
radio networks, regardless of
radio technology or operating frequency band. ESChat supports
quality of service (QoS) and radio
access network (RAN) priority and
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PRODUCT SPOTLIGHT
pre-emption enhancements available to FirstNet and Verizon Frontline customers. In North America,
ESChat is available to purchase
from Verizon and AT&T, and is the
primary PTT offering from TMobile and TELUS.
www.eschat.com

Etherstack

The IVX IP radio provides users
unrivaled connectivity to their
available LMR networks. By connecting up to four LMR devices
simultaneously, the IVX provides
continuous communications over
multiple LMR protocols, including
P25, Digital Mobile Radio (DMR),
TETRA, NXDN, analog FM, and
high frequency (HF), and has an
analog four-wire E&M interface
for legacy LMR devices. With
native built-in protocols like P25,
voice can be initiated through the
UIC controller mic and then routed through the various bandindependent connected LMR
devices or through any IPconnected backhaul. LMR devices
can be enabled for cross-protocol
repeating. Unique to the IVX is its
ability to support and pass P25
services like IDs and emergency
to identify in-range portable radio
users. Backhaul choices include
two internal LTE modems and two
Ethernet interfaces for satellite or
other IP bearers.
www.etherstack.com/tacticalsatellite/

Federal Engineering

Federal Engineering (FE) added
situational awareness center and
real-time crime center consulting
to its portfolio of technical service
offerings to support the planning,
56

funding and governance of these
critical facilities. For four decades,
FE has provided independent consulting to jurisdictions throughout North America, assisting
agencies in the implementation
of the latest, state-of-the-art public-safety communications and
computer technologies. The company offers analysis, design, procurement support and implementation management for radio systems, LMR/LTE integration, dispatch centers, CAD, records management systems (RMS), justice
management systems (JMS), nextgeneration 9-1-1 (NG 9-1-1), 9-8-8
and other public-safety services.
FE also provides cybersecurity
assessments, operational analyses, resource planning and public-safety answering point (PSAP)
consolidation support.
www.fedeng.com

Freedom, an Astronics
company

AutoTune for FREEDOM communications analyzers reduces test
and alignment time for Kenwood/EFJ Viking VP5000/6000
portables and VM5000/6000/7000
mobiles by up to 80%.
AutoTune standardizes testing
and alignment by ensuring all
radios are tested identically to
manufacturer specifications and
generates a comprehensive
report including the radio’s serial
number, date of test, operator ID,
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and before-and-after test results.
Stored in memory, test results
can be exported to a USB thumb
drive or recalled for analysis,
making AutoTune an ideal tool for
preventative maintenance programs. Viking AutoTune is the latest addition to the company’s
LMR R8000 test instrument series.
www.astronics.com/lmr

Genesis Group

Users deserve to get the most out
of their ASTRO 25 and DIMETRA
system investments. In GenWatch3, Motorola system information from multiple sources
(ATIA, IMW, GGSN, UEM, SNMP) is
brought into one centralized location to not only be monitored and
managed but also stored for as
long as it is needed. From there,
system administrators can run
reports from multiple angles, as
well as generate important notifications on specific events. Administrators of the world’s largest
systems rely on GenWatch3 to
simplify reporting, validate decisions and save time.
https://genesisworld.com/gw3

Global Technology
Systems (GTS)

The H7038-LI-IM2 is a rechargeable battery
used to power
the Motorola
APX6000,
APX7000 and
APX8000 series
radios. Key
features
include the
highest quality
battery cells,
www.MCCmag .co m

PRODUCT SPOTLIGHT
excellent discharge characteristics, significantly longer duty
cycles and higher capacity,
extended operating time and
reduction of the total number of
batteries needed. GTS has been
an innovator, manufacturer, and
designer of batteries and chargers for mobile devices, including
two-way radios for 20-plus years.
The company’s products support
more than 3,000 public-safety
organizations, and government,
military and medical personnel.
www.gtspower.com/industries/public-safety/

Icom America

Effective team communication is
an ongoing topic in today’s business world. With team members
far and wide using different
devices to talk, keeping them connected for safe and productive
operations is challenging. The
CONNECT RoIP gateway can help
a team easily and effortlessly stay
in touch. The flexible solution can
create a seamless multiprotocol
communication ecosystem for
commercial or professional use.
Users can connect legacy analog
or modern digital radio systems
to provide the coverage they need
or cover unique job demands.
www.icomamerica.com

Kirisun Americas

The cutting edge GP700 4G pushto-talk (PTT) over (PoC) radio is
stylized to mimic the widely familiar aesthetics of legacy two-way
radio terminals. Its large, easy-toread display, ergonomic keypad
with dedicated navigation keys
and ample-sized PTT button,
make it extremely easy to operate
w w w. M C C m a g . c o m

even while wearing
thick gloves. The
radio is widely used
by first responders
and frontline workers operating in
high-risk and noisy
environments for its
unique features. The
device is rugged with
an IP-68 rating and
conforms to the MilStd-810G standard.
Its innovative AI-based noise cancellation technologies are leveraged to optimize loud, clear
speech and outstanding overall
audio quality.

The DP405 is a cost-effective and
reliable Digital Mobile Radio
(DMR) Tier 2 portable with an
excellent ergonomic design. It is
an ideal radio for smooth migration from analog to DMR Tier 2
systems, offering detection of signal type when receiving a call and
automatically switching between
analog and digital mode. The
device allows analog, digital and
mixed-mode operation. Other features offered are VOX, DTMF
encode and ARC-40 encryption as
standard. The 1-watt audio output
to a high-power speaker provides
loud and clear audio
quality for operation
in noisy environments. The radio supports dual-timeslot
communication in
direct mode operation
(DMO), increasing call
capacity in a single
channel. TDMA technology and powersaving feature give
the standard 2,000
mAh battery an
extended use up to 15
to 18 hours in 5-5-90
mode.
www.kirisunamericas.com

Mission
Critical
Energy

The Flex
SCADA Q5
Pro can help
organizations keep
backhaul up
and survive public-safety power
shutoff events. The low power
draw, standalone remote terminal
unit (RTU)-supervisory control and
data acquisition (SCADA) device
includes everything users need for
monitoring and remote control of
off-grid sites, as well as locations
with crucial backup power requirements. The Q5 Pro now features
intelligent power transfer (ITP)
technology to prevent premature
grid-restoration to a shaky grid
and standard features; battery status; ping watchdog functions;
equipment power draw; sensor
power and read; site security; and
alarm notifications in one robust
and secure device.
https://flexSCADAfusion.com

Pyramid
Communications

The SVR-P252 EVRS extends
portable radio on scene and in
building. Since 1990, Pyramid
Communications has remained a
leader in providing mission-critical
coverage for first responders. The
SVR-P252 is the latest generation
full-duplex P25 vehicular repeater
that is fully compliant with the P25
digital standard. The EVRS/EVRS+
P25 SmartTrunking features work
with Kenwood Viking and L3Harris
XL series radios to create a seamless trunking handshake between
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the trunked radio network and
portable user.
www.pyramidcomm.com

Samlex America

The reality is power outages happen. A backup power supply is an
essential element to support
radio and IT equipment, emergency dispatch systems and even
mobile command centers. The
EVO inverter/charger series, in
combination with a battery bank,
is a cost-effective, reliable power
system to maintain critical communications. In one unit, users
get a pure sine wave DC-AC
power inverter, adaptive battery
charger and integrated transfer
relay switch. The product is available in 1,200 – 4,000 watt (W)
units, has one or two AC inputs
depending on size, works for a
generator and/or grid power, and
also connects to solar with a 50 A
DC input.
https://samlexamerica.com/
evo

Sinclair Technologies

Sinclair‘s Total Tri-Band Antenna
Solution includes
the company’s new
SC2340 base station antenna and
the SW-2340
mobile whip antenna to give customers a complete
solution from
emergency
response vehicles
to communication
towers. The company’s true end-to58

end LMR triband
solution provides
mission-critical
grade system
performance.
Common features include a
tri-band antenna
for multiband
radios; full-spectrum covering all
VHF, UHF, and
698 – 96 MHz
bands without
tuning; rugged build in a compact
form factor; industry-leading RF
performance; high-power handling capability.
www.sinctech.com

Siyata Mobile

The SD7 rugged
handset from Siyata Mobile enables
public sector, mission-critical, and
commercial organizations to affordably keep in touch
with workers using
push to talk over
cellular (PoC). The SD7 looks and
operates just like an LMR portable
handheld radio to make transitioning to SD7 easy for
workers. The SD7 rugged handset
offers extremely loud and clear
audio, long battery life, a dedicated PTT button and a rotary knob
to select PTT channels. Slide the
SD7 into the optional VK7 vehicle
kit to provide a safe and optimal
PTT experience while in a truck,
bus or first responder vehicle.
www.siyatamobile.com

STI-CO

Gain extraordinary connectivity
with STI-CO’s covert multiband
OEM style antenna equipped with
the company’s Flexi-Whip. Offering frequency ranges of 130 – 174,
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406 – 520
and 760- 870
MHz and an
integrated
module
compatible
with GPS
and Wi-Fi,
the popular
OEM-style antenna provides
strong bandwidth and performance. STI-CO offers robust mission-critical antenna systems for
covert, public-safety and tactical
needs. The antennas are designed
and manufactured in the U.S. and
are high quality and long lasting.
All products come with a five-year
warranty.
https://sti-co.com

Tait Communications

Tait P25 Phase 2 provides greater
spectral efficiency and trunked
technology, all with the interoperability, security and superior
audio quality users expect from
P25 standards. Tait takes it further with cost-effective, end-toend solutions, no hidden fees,
smooth migration processes and
tough, mission-critical-grade
radio networks, including industry-leading base stations engineered for unparalleled reliability.
From portables to mobiles to
base stations and beyond, Tait
offers a full range of Phase 2
products and solutions.
taitcommunications.com/p25phase-2

Telex Radio Dispatch

Hosted on a centralized web server, the Telex Console Management System gives system
administrators and users a greatwww.MCCmag .c om

PRODUCT SPOTLIGHT
ly improved configuration, management and operational experience, while also adding

enhanced, state-of-the-art security to the Telex Radio Dispatch
system. The product is a successor to the NEO-10 and provides
an internet of things (IoT) gateway for console input monitor
and relay control. A centralized
encryption key management
module provides secure console
voice communication, and a PA
contact management module
allows remote management of
users, groups and session initiation protocol (SIP) contacts. The
product has a module for console
login authentication, design distribution and network packet forwarding and C-Soft, IP-3000
series and future console models
can be easily integrated into the
system. The product has highavailability failover capabilities.
http://telex.com/

Touchscreen Guru

The 27UHDMDTSG advanced 27inch 4K touchscreen monitor is
built with 8.3 million pixels. 4K
ultra HD doubles the vertical and
horizontal pixels for 3,840-by2,160 resolution over 8.29 million
w w w. M C C m a g . c o m

pixels (8MP). With four times the
pixel density of full HD, the
increased detail and picture quality achieved with 4K ultra HD creates a stunningly detailed visual
experience and noticeable difference that redefines expectations
of visual performance. The solution allows for unmatched detail
for a desktop touchscreen in
applications such as flight sim,
medical, security, biotech, situational awareness, geographic
information systems (GIS) and
defense. The monitor is also available in a high-bright version.
www.touchscreenguru.com

VIAVI Solutions

The CX300 ComXpert communications service monitor from VIAVI
Solutions tests everything from
LMR radios to complex RF infrastructure to broadband LTE/4G
networks with the industry’s easiest-to-use complete communications test solution with built-in
two-port vector network analyzer
(VNA). The CX300 provides benchgrade specifications in a field-use
form factor. From the radio shop
to the antenna tower, users can
experience the future of communications testing and become a
comms expert with the CX300
ComXpert.
www.viavisolutions.com

Yapalong

The Yapalong 6000 is a full-featured, full-duplex radio system.
The 900 MHz ISM band radio system with a 1,200 meter range, is
the smallest full duplex radio in

its class. While the radio is small,
it is packed with huge features,
such as a sleek, Bluetooth noisecanceling headset, a patented
anti-interference system and a
relay system. The product is
waterproof in case users get
caught in the rain. The system
features up to seven base units
with unlimited talkers. An
optional subgroup feature
allows it to be configured into
two or three subgroups. The
Yapalong was designed to be
used in sports, public services
and manufacturing.
www.yapalong.com

Wireless Supply

The IOSU antenna series is an
antenna solution for almost all inbuilding coverage solutions
needs. With its slim size and a
wide frequency band of operation
covering 350 MHz to 6 GHz, the
IOSU antenna is well suited to
cover all the major public-safety
and commercial wireless bands
operating today. The antenna has
been upgraded and can now be
installed on ceiling tiles or on a
hard deck when needed.
www.wirelesssupply.com
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Here’s a preview of what you can find on the industry’s leading online resource for news and information on the critical communications industry.

Latest News
Can 5G Truly Enhance Apps Powering
Unmanned Systems?

For years now, the public, business community and governments
have waited patiently
for drones, or
unmanned aerial vehicles (UAV), to finally
make good on their early promise. Across the globe,
scores of businesses, government bodies and scientists have begun to turn to 5G to extract dramatically
improved performance from their drones or build
groundbreaking applications that help drones take
advantage of 5G’s expanded capabilities.

Complying with RAY BAUM’s Act

The compliance deadlines for RAY BAUM’s
Act has passed but
many companies are
struggling to fully comply with the requirements of the act.
Organizations can comply with the act by following a
few steps including educating everyone in the company about the requirements and getting outside help if
necessary.

Latest Opinions
FCC Should Move Forward with Plan to
Use Auction Proceeds to Fund NG 9-1-1

By Karima Holmes
Emergency Management Executive
Recently, I learned about FCC Chairwoman Jessica Rosenworcel’s revolutionary proposal to urge Congress
to adopt legislative text dedicating a
portion of the proceeds from future
spectrum auctions to fund the transition to NG911 for our states and
territories. This kind of innovative
and forward-thinking advocacy can
literally mean the difference between life and death
for untold numbers of individuals across our nation,
and for generations to come.

Why the U.S. Needs a Unified
Cybersecurity Framework

By Prathamesh Khedekar
Technical Product Manager, Creospan
No entity or country is fully immune
to cyber attacks. One of the biggest
cybersecurity challenges the U.S.,
government faces today is not the
lack of engineering and financial
resources but a lack of a unified
cybersecurity protocol. The cybersecurity landscape in the U.S. is loosely
structured and rests on the shoulders
of 80 committees and subcommittees that currently
govern the cybersecurity frameworks and policies.

In addition to breaking news, viewpoints and in-depth articles, you will find
webinars and white papers in the eLearning Center, vital industry links, featured
products, events, job listings and much more on RRMediaGroup.com.
Advertise with us:

mshira@RRMediaGroup.com • dsabin@RRMediaGroup.com

62

S u m m e r / Fa l l 2 0 2 2 MissionCritical Communications

www.MCCmag .c om

